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The What

\rtificial lntall 2 Machine.| :
+ Robots & Drones

+ Adtonomeoustransportation-Systems
* Surveillance

e (Cyber) Crime, Security & Warfare
Medical Tech

Media (incl. Social Media)

(Virtual) Money & Blockchain

* Communication

Earth & Sky

* Space



Surveillance - What is it?

* Surveillance is the monitoring of behavior,
activities, or other changing information for the
purpose of influencing, managing, directing, or
protecting people. This can include observation
from a distance by means of electronic equipment
(such as closed-circuit television (CCTV) cameras) or
interception of electronically transmitted
information (such as Internet traffic or phone calls).
The word surveillance comes from a French phrase
for "watching over”.

Official seal of

the Information Awareness
Office —a U.S. agency
which developed
technologies for mass
surveillance



https://en.wikipedia.org/wiki/Behavior
https://en.wikipedia.org/wiki/Closed-circuit_television
https://en.wikipedia.org/wiki/Internet_traffic
https://en.wiktionary.org/wiki/surveillance
https://en.wikipedia.org/wiki/French_language
https://en.wikipedia.org/wiki/Information_Awareness_Office
https://en.wikipedia.org/wiki/Mass_surveillance
https://en.wikipedia.org/wiki/File:IAO-logo.png

The STASI (source)
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J Dzerzhinsky

e 1917 — Russia established CHEKA to counter revolution
and sabotage, which evolved into the KGB

* 1945 — Russian secret police were instructors of the STASI
e 1950 — STASI established (E. Germany)

100.000

* 1989 — 90,000 employees 90,000
] . 80.000 -
1 for every 180 inhabitants | 70000 -
* Intelligence service — worldwide g

* Secret police £ 40,000

* Public prosecutor — interrogation
 Armed forces — 11,000 soldiers

dark secrets of a surveillance state

Stasi, official name Ministerium fir Staatsicherheit (German: “Ministry for
State Security”), secret police agency of the German Democratic Republic (East Germany)


https://www.ted.com/talks/hubertus_knabe_the_dark_secrets_of_a_surveillance_state

The STASI

* Tools of the trade

* Telephones tapped
Apartments bugged
90,000 letters opened/day
Cameras
Stored ‘smell of people’

Use of human intelligence
* 200,000 informers
* People betraying fellow citizens

* Motive
e Control society, through fear
* Destroy self-confidence
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summary

 Why are you collecting information

* Protecting your people

e Oppressing your people
e Potential for abuse in a democracy
 And then there’s China, Russia, India...

1. China — 1.8 — Extensive surveillance Privacy Score
2. Russia — 2.1 — Systemic failure to maintain safeguards [ ;3
3. India — 2.4 — Systemic failure to maintain safeguards 22

2.4
26
28
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https://www.comparitech.com/blog/vpn-privacy/surveillance-states/

So what’s changed?



Traffic Cameras and CCTV

 Traffic enforcement cameras (incl. red light camera, road safety
camera, road rule camera, photo radar, photo
enforcement, speed camera, Gatso, safety camera, bus lane
camera, flash for cash, Safe-T-Cam) - a camera which may be
mounted beside or over a road or installed in an
enforcement vehicle to detect traffic regulation violations,
including speeding...or for recording vehicles inside
a congestion charge area. It may be linked to an automated
ticketing system.

e Closed-circuit television (CCTV), aka video surveillance - the
use of video cameras to transmit a signal to a specific place, on
a limited set of monitors. Surveillance of the public using CCTV
is common in many areas around the world. The use of body
worn video* cameras are often used in law enforcement, with
cameras located on a police officer's chest or head.



https://en.wikipedia.org/wiki/Traffic_enforcement_camera
https://en.wikipedia.org/wiki/Red_light_camera
https://en.wikipedia.org/wiki/Gatso
https://en.wikipedia.org/wiki/Camera
https://en.wikipedia.org/wiki/Road
https://en.wikipedia.org/wiki/Vehicle
https://en.wikipedia.org/wiki/Speed_limit
https://en.wikipedia.org/wiki/Congestion_pricing
https://en.wikipedia.org/wiki/Traffic_enforcement_camera
https://en.wikipedia.org/wiki/Video_camera
https://en.wikipedia.org/wiki/Body_worn_video
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Toll and Vehicle Data Collection Ji 1 ~
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 Electronic toll collection - aims to eliminate the delay on toll
roads, HOV lanes, toll bridges, and toll tunnels by
collecting tolls without cash and without requiring cars to stop. With
cashless tolling, cars without transponders may be scanned for 'pay
by plate’ toll collection.

* Vehicle location data is the big data collection of vehicle locations,
including automatic vehicle location data. Companies have collected
over 1 billion scans of registration plates in the United States, stored
in multiple national databases.



https://en.wikipedia.org/wiki/Electronic_toll_collection
https://en.wikipedia.org/wiki/Toll_road
https://en.wikipedia.org/wiki/HOV_lane
https://en.wikipedia.org/wiki/Toll_bridge
https://en.wikipedia.org/wiki/Toll_tunnel
https://en.wikipedia.org/wiki/Toll_(road_usage)
https://en.wikipedia.org/wiki/Vehicle_location_data
https://en.wikipedia.org/wiki/Big_data
https://en.wikipedia.org/wiki/Vehicle
https://en.wikipedia.org/wiki/Automatic_vehicle_location
https://en.wikipedia.org/wiki/National_databases_of_United_States_persons

On-Board Diagnostics

e OBD-ll —a standard that specifies the type of automotive diagnostic
connector and its pinout, the electrical signaling protocols, and
messaging format. It also provides a candidate list of vehicle
parameters to monitor along with how to encode the data for each.

 OBD-III - a program to minimize the delay between detection of an
emissions maltfunction by the OBD-Il system and repair of the vehicle.
Two basic elements:

* Read stored OBD-Il information from in-use vehicles.
* Direct owners of vehicles with fault codes to make immediate repairs

e OBD-Ill technologies support 3 ways to send and receive data:
* Roadside reader
* Local station network
e Satellite

* OBD-IlIl issues:

* OBD-llIl imposes sanctions based on "suspicionless mass surveillance" of
private property

* Possible use of system for other purposes (Police pursuit/immobilization,
tracking, cite speeders)



https://en.wikipedia.org/wiki/On-board_diagnostics#OBD-I
http://lobby.la.psu.edu/_107th/093_obd_service_info/organizational_statements/sema/sema_obd_frequent_questions.htm
https://www.youtube.com/watch?v=kPSVdGo7m7Y

Purchase Tracking

 Feds Warrantlessly Tracking Americans’ Credit Cards in Real Time

* “Hotwatch” orders allow for real-time tracking of individuals in a criminal
investigation via credit card companies, rental car agencies, calling cards, and even
grocery store loyalty programs.

e Sweeping NSA Surveillance Includes Credit-Card Transactions, Top Three
Phone Companies’ Records

* A Verizon business subsidiary had been ordered to hand over millions of records of
phone calls made and received by all customers

* NSA is operating a vast Internet monitoring program calling PRISM, gaining access to
the internal servers of the world’s largest tech companies

e Big Brother Is Watching You Swipe: The NSA’s Credit Card Data Grab

* Agents hope to ferret out terrorists who are buying bomb ingredients, visiting
hotbeds of radicalism, and moving funds illicitly...



https://www.wired.com/2010/12/realtime/
http://www.slate.com/blogs/future_tense/2013/06/07/nsa_prism_phone_records_spying_scope_expands_to_sprint_nextel_at_t_credit.html
http://www.slate.com/blogs/future_tense/2013/06/06/nsa_prism_surveillance_private_data_from_google_microsoft_skype_apple_yahoo.html
http://business.time.com/2013/06/11/big-brother-is-watching-you-swipe-the-nsas-credit-card-data-grab/

Stopping trackers in their tracks

Brian X. Chen, a consumer technology writer at the The New York Times, writes in to explain ways that emails

can identify when and where you click, and how to dial back the tracking.

Google’s Gmail is so popular in large part because its artificial intelligence is effective at filtering out spam.
But it does little to combat another nuisance: email tracking.

The trackers come in many forms, like an invisible piece of software inserted into an email or a hyperlink
embedded inside text. They are frequently used to detect when someone opens an email and even a
person’s location when the message is opened.

When used legitimately, email trackers help businesses determine what types of marketing messages to
send to you, and how frequently to communicate with you. This emailed newsletter has some trackers as
well to help us gain insight into the topics you like to read about, among other metrics.

But from a privacy perspective, email tracking may feel unfair. You didn’t opt in to being tracked, and there’s
no simple way to opt out.

Fortunately, many email trackers can be thwarted by disabling images from automatically loading in Gmail
messages. Here’s how to do that:

* Inside Gmail.com, look in the upper right corner for the icon of a gear, click on it, and choose the “Settings” option.
* In the settings window, scroll down to “Images.” Select “Ask before displaying external images.”

* With this setting enabled, you can prevent tracking software from loading automatically. If you choose, you can agree to load
the images. This won’t stop all email tracking, but it’s better than nothing.


https://www.nytimes.com/by/brian-x-chen
https://www.getrevue.co/profile/themarkup/issues/hello-from-the-markup-199187

What about Digital IDs (source)

* From airports to health records systems, technologists and policy
makers with good intentions are digitizing our identities

* Governments digitize citizens in an effort to universalize government
services, while the banking, etc. aim to create seamless processes for
their products and services

* But is the digital ID one of the gravest risks to human rights of any
technology? Perhaps:

 facial recognition technology, biometric databases, geo-location tracking, the
Internet of Things, add Al and machine learning making decisions based on
our identities

* social credit systems, such as those used in China, will be based on digital ID



https://www.wired.com/story/digital-ids-are-more-dangerous-than-you-think/?mbid=synd_digg
https://www.wired.com/tag/facial-recognition/
https://www.wired.com/tag/location/
https://www.wired.com/story/age-of-social-credit/

Inside China's Vast New Experiment in Social Ranking

China is taking the idea of a credit score to the extreme, using big data to
track ﬁnd rank what you do—your purchases, your pastimes, your
mistakes.

* For the Chinese Communist Party, social credit is an attempt at a softer,
more invisible authoritarianism. The goal is to nudge people toward
behaviors ranging from energy conservation to obedience to the Party.

* The government wants to preempt instability that might threaten the
Party. “That’s why social credit ideally requires both coercive aspects and
nicer aspects, like providing social services and solving real problems.”

* Under the national social credit system people will be penalized for the
crime of spreading online rumors, among other offenses, and that those
deemed “seriously untrustworthy” can expect to receive substandard
services.



Facial recognition technology ethics and risks



https://www.youtube.com/watch?v=2SdpzTZTznw

Digital IDs — food for thought (source)

* Should use of a digital ID be mandated?

 How does the digital ID system work without becoming an easy target for
hacking? Needs to adhere to principles for good digital security.

* Our data needs to be protected. Non-governmental legal experts, and civil
society should be consulted in the administrative, legislative, and technical
design of digital ID systemes.

* Transparency is essential. Without transparency, there is no accountability.

e Access to our data by authorities must be governed by relevant
international legal standards, particularly the “Necessary and
Proportionate” principles.

 Human rights protections must be built into the digital ID systems to
mitigate harm. Without this, our fundamental rights will crumble...


https://www.wired.com/story/digital-ids-are-more-dangerous-than-you-think/?mbid=synd_digg
https://necessaryandproportionate.org/principles

Surveillance

* Gunshot locator (gunshot detection system) - a
system that detects and conveys the location of
gunfire or other weapon fire using acoustic, optical,
or other types of sensors

ShotSpotter - Gunshot Detection System

'Shot Spotter' Technology: Game Changer For Chicago Violence?



https://en.wikipedia.org/wiki/Gunfire_locator
https://en.wikipedia.org/wiki/Sensors
https://www.youtube.com/watch?v=DBHsPwb7pmk
https://www.youtube.com/watch?v=cc7fqx1vhjc

How far is too far?

* Police wearing body cameras

e Police Body Cameras Explained
* Should police wear body cameras? .

 Mass surveillance
e MASS SURVEILLANCE
 China Police are now wearing facial recognition glasses



https://www.youtube.com/watch?v=MSP3Lu54DoQ
https://www.youtube.com/watch?v=SlaHnY_I_1M
https://www.youtube.com/watch?v=dI5BTComH2o
https://www.youtube.com/watch?v=oMYmFFyS6Ss

Three videos

* Surveillance Technologies — composite video (5 min) (SenseTime)



https://www.youtube.com/watch?v=wMUmPumXtpw

Current debate: facial recognition

 The Facial Recognition Debate

 The fight over facial recognition technology gets fiercer during the Covid-19
pandemic

* |IBM’s decision to abandon facial recognition technology fueled by years of debate

e Google favors temporary facial recognition ban as Microsoft pushes back

 Microsoft says it won’t sell facial recognition software to police until there’s a
national law ‘erounded in human rights’

* Amazon Suspends Police Use of Its Facial-Recognition Technology

e A Case for Banning Facial Recognition



https://www.informationweek.com/big-data/ai-machine-learning/the-facial-recognition-debate/a/d-id/1336767
https://www.statnews.com/2020/05/05/facial-recognition-technology-covid19-tracking-california-bill/
https://www.washingtonpost.com/technology/2020/06/11/ibm-facial-recognition/
https://www.theverge.com/2020/1/21/21075001/facial-recognition-ban-google-microsoft-eu-sundar-pichai-brad-smith
https://www.cnbc.com/2020/06/11/microsoft-says-will-not-sell-facial-recognition-software-to-police.html#:~:text=Brad%20Smith%2C%20Microsoft's%20president%2C%20said,%2C%E2%80%9D%20that%20governs%20its%20use.
https://www.wsj.com/articles/amazon-suspends-police-use-of-its-facial-recognition-technology-11591826559
https://www.nytimes.com/2020/06/09/technology/facial-recognition-software.html

Why Face Survelllance Must Be Banned
Kade Crockford

Kade Crockford



https://www.youtube.com/watch?v=Hg4qH7xK_2s

Facial Recognition References

» Facial Recognition: Last Week Tonight with John Oliver (HBO): hitps://www.youtube.com/watch?v=|Zjml...

* Al Ain't | AWoman? - Joy Buolamwini: https://www.youtube.com/watch?v=0xuvf...

» Predicting Criminal Intent (from Films from the Future): https://therealandrewmaynard.com/film...

* Who’s using your face? The ugly truth about facial recognition (FT): https://www.ft.com/content/cf19b956-6...

» The Major Concerns Around Facial Recognition Technology (Forbes): https://www.forbes.com/sites/nicolema... °

* The Computer Got It Wron%': How Facial Recognition Led To False Arrest Of Black Man (NPR):
https://www.npr.org/2020/06/24/882683...

* Clearview Al - The Secretive Company That Might End Privacy as We Know It (New York Times):
https://www.nytimes.com/2020/01/18/te...

« The world’s scariest facial recognition company, explained (VOX): https://www.vox.com/recode/2020/2/11/...
» The Delicate Ethics of Using Facial Recognition in Schools (Wired): https://www.wired.com/story/delicate-...

» Facial recognition: ten reasons you should be worried about the technology (The Conversation):
https://theconversation.com/facial-re...

« ACLU resources on face recognition: https://www.aclu.org/issues/privacy-t...
* Al Now 2019 report: https://ainowinstitute.org/Al_Now_201...
» Why facial recognition is the future of diagnostics (Medical News Today): https://www.medicalnewstoday.com/arti...

» Facial recognition and Al could be used to identify rare genetic disorders (The Verge):
https://www.theverge.com/2019/1/15/18...



https://www.youtube.com/watch?v=jZjmlJPJgug
https://www.youtube.com/watch?v=QxuyfWoVV98
https://www.youtube.com/redirect?v=2SdpzTZTznw&redir_token=QUFFLUhqbEJuMGhEOG9Ub2ZoS0Uya1VaalZyNUZheWU1d3xBQ3Jtc0trUXZQbG02aWlNZzRnX09ROE1DaTlmZ29FbXhBOVFMMW9uSEp6a0Q5alFsOUZ5TTk5OXFCTWFoc1Rtc0pxaWQ5bWNTdEdJa0lpTFlQdnlzaHRib1lUMk5VTUN2SXMxV1ZFdmNmZWhrZFpHX2QzZWtqMA%3D%3D&event=video_description&q=https%3A%2F%2Ftherealandrewmaynard.com%2Ffilms-from-the-future-on-youtube%2F%23chapter4
https://www.youtube.com/redirect?v=2SdpzTZTznw&redir_token=QUFFLUhqbHRpRVhaR3RVOXJxZE0zYUtJUzRNeHMzd1lxQXxBQ3Jtc0trenQxV0NfY1ZGNkZQcDBlWGZtcHVfNk9RSmlVeFVxTDVqbnN2d0dDQlpEVnp3MnRJNVFlWmx4ZGdPcFZUc0lSeHpyUUMyN0FWTk5XRWU0Qk1DQnhnMGdUaVBVZW1HaWI0cVpENURCRmdpN0V6QmQ1MA%3D%3D&event=video_description&q=https%3A%2F%2Fwww.ft.com%2Fcontent%2Fcf19b956-60a2-11e9-b285-3acd5d43599e
https://www.youtube.com/redirect?v=2SdpzTZTznw&redir_token=QUFFLUhqa3ZGVFN1aHYxZV9NWTlCazJacGl0VlAwMVFnZ3xBQ3Jtc0ttZUwtTThhVzZlQy1mRTZEb21zMFhhcFV2SDluUWowenk2XzhnRHBCQ3BJOGZLcVVWMmZlUU5PZ2hjR25hSEt1TmRGREt2Y0N2UlpyUU83ZEwzSmNSOHFwZUNobFdmczdyTXVVc3h1TjVyZXVwY2dMNA%3D%3D&event=video_description&q=https%3A%2F%2Fwww.forbes.com%2Fsites%2Fnicolemartin1%2F2019%2F09%2F25%2Fthe-major-concerns-around-facial-recognition-technology%2F%23235da5f14fe3
https://www.youtube.com/redirect?v=2SdpzTZTznw&redir_token=QUFFLUhqblFSTFN5QnBDQVI4UUktcWdQRDFQMjRhMm1DZ3xBQ3Jtc0tsbDNGOF9NaE9RbGx5MzFiWHctVDN3SGNXemFVZ1FiR2Zud3RoQ0dITWNFNFRzNVE1ZnA3cFhCdDBlOEtoWDE1Tkw4dFdDa2hueWFtQ3gzcFVYY3NoVm94TlVTY2JlVU1DRGhEQTlSam5LdEsyVmNzUQ%3D%3D&event=video_description&q=https%3A%2F%2Fwww.npr.org%2F2020%2F06%2F24%2F882683463%2Fthe-computer-got-it-wrong-how-facial-recognition-led-to-a-false-arrest-in-michig
https://www.youtube.com/redirect?v=2SdpzTZTznw&redir_token=QUFFLUhqazNvMDgzMjFwVVZVQ0pQT2o1c2ktVDJaN1p0Z3xBQ3Jtc0trWGJzcElLUjdYWS1mM0pVSE1VMzYwb1V5LXlONmhqZ0hZMXlYMzNOU0ZaYl9XUHJGUmFQVGRHcjc2RmxCY05DVzVaUEFPYmVOZ3NyUkp6TGdFdncwMGx4aFRRd3JwcV9XYUNhV29jT0hKSkdSTzRRbw%3D%3D&event=video_description&q=https%3A%2F%2Fwww.nytimes.com%2F2020%2F01%2F18%2Ftechnology%2Fclearview-privacy-facial-recognition.html
https://www.youtube.com/redirect?v=2SdpzTZTznw&redir_token=QUFFLUhqbUxiM2dRWkNuSFFLaUw5enNTMTM4cHF5TlRFUXxBQ3Jtc0tuVVhsbVk1cnI3LWd5OTkyVF9yRWJBU0NUZzhQSGNWeTFNUjdwSmNmUnMtVXFvbjZFQTF0R3Zoc0RtWjVVQy1UdFprbm1heTRCTHQtMmpWMmtkSldrckVmQ3c1S3NsZkQ0Wmk0b19aQ0hILW92YUwwTQ%3D%3D&event=video_description&q=https%3A%2F%2Fwww.vox.com%2Frecode%2F2020%2F2%2F11%2F21131991%2Fclearview-ai-facial-recognition-database-law-enforcement
https://www.youtube.com/redirect?v=2SdpzTZTznw&redir_token=QUFFLUhqa2o1V3ZDOEFxczRLQW1OMWFVeVpsRVd1M3JkUXxBQ3Jtc0tsMjJNLXZUaG9td1lIeFhYY0ZpMThqTlNxZjZGVlEwTlZLSE82ZDNPRVU4TlVqV0RYQ3ItOVBwVDh5SXlCNnJjM2J4RkFfSWg0MUNwbzRwbjk0WHpRZ3Y3YkE2dW1mc3NDQ1JpNGdmcXpDTnV5ODNoUQ%3D%3D&event=video_description&q=https%3A%2F%2Fwww.wired.com%2Fstory%2Fdelicate-ethics-facial-recognition-schools%2F
https://www.youtube.com/redirect?v=2SdpzTZTznw&redir_token=QUFFLUhqazgxeUlTSXVLbU5GNnJTQ3BUeU5Fd1NocGVUd3xBQ3Jtc0tsa1J1WDFNNkJaVTFzcjROWGtGUHZBMEdyTlpENE5oc0xwX2JsNlRfR0JwY3AzNTVzWVFIT0syemdJNFRGTk5XN1EtZmNmZl9ZQVJRZVhtNTdFMDhYQ0VLR3dSTUxhb3ozSXZ1TlUyVy1TZFhwRzZyRQ%3D%3D&event=video_description&q=https%3A%2F%2Ftheconversation.com%2Ffacial-recognition-ten-reasons-you-should-be-worried-about-the-technology-122137
https://www.youtube.com/redirect?v=2SdpzTZTznw&redir_token=QUFFLUhqa1lPOG5DY0tpM1NoVVRxM1ZDOWo5VzNURmNrQXxBQ3Jtc0trSXIyVTZaeUJQaS05a3BjZ0dYdVNJMnFTX3JManpJRzJSWm9aT2dvUlpOUjBCOFNPdGtCLThIb3NfbTRvMjNvTWdRdmJLTDZaWnFSaFNRT1d6dHVGSEprVTFhSVlvN2FOQjFNY3lKbGNJc1JKX3E0SQ%3D%3D&event=video_description&q=https%3A%2F%2Fwww.aclu.org%2Fissues%2Fprivacy-technology%2Fsurveillance-technologies%2Fface-recognition-technology
https://www.youtube.com/redirect?v=2SdpzTZTznw&redir_token=QUFFLUhqa3pQd3puVHZVLVE4c09Pa1R3RUJvS0VLb1dwQXxBQ3Jtc0tuYWpSUEZyTmM2V3pieFZ6VVVfYzVUYzBOTFdtc2hxOGcxQ0Y2RHhzUGhJWVZMTXRYRmNYYlI5NGVwZ29xemRCd1RseFN1T25jdENBakQtbzhYczBpMnNMRlA1QS1rS0p4OUstY1MyRmg2QXFid1d3NA%3D%3D&event=video_description&q=https%3A%2F%2Fainowinstitute.org%2FAI_Now_2019_Report.pdf
https://www.youtube.com/redirect?v=2SdpzTZTznw&redir_token=QUFFLUhqbFBRdjdha2dOWnlHaHVNb25lYnJjX09Iazg1Z3xBQ3Jtc0ttdERGRVBWaExadkotNjl5VHJxWUdwZ0w5Z0lxOXBrelIyX3JWU1JFeW1Zbm1zMzFxUzhjTkJYdFV5UUNlVmpBR3FlYVo1TWdJRGJhdTY5ZVRPODRUOF9Eb3RMV0ctT1lGU3hzank4a2VicVZRaUJtcw%3D%3D&event=video_description&q=https%3A%2F%2Fwww.medicalnewstoday.com%2Farticles%2F320316
https://www.youtube.com/redirect?v=2SdpzTZTznw&redir_token=QUFFLUhqbXdnMW45TmhVN0wwRFQtLV80c2dlX2ROdmNWQXxBQ3Jtc0tsekdMMTRmaWpxSXpJQWVtejhva1cydEZOaG1PcFhLWUl6SmhBbGJXSkd5T2wwV1dmMFRfUmx6a3ppdkhSTmxOLXBoLWVwT05zNWFXbDY0d0tsekdTanJVbWxqelJaemRENjAwVks4MXVjT0F1TkxpTQ%3D%3D&event=video_description&q=https%3A%2F%2Fwww.theverge.com%2F2019%2F1%2F15%2F18183779%2Ffacial-recognition-ai-algorithms-detect-rare-genetic-disorder-fdna

Three videos

 Surveillance State (6 min)

TED

ldeas worth spreading



https://www.ted.com/talks/mikko_hypponen_how_the_nsa_betrayed_the_world_s_trust_time_to_act/transcript?utm_campaign=BeepBeepBites%20-%20Nieuwsbrief&utm_source=hs_email&utm_medium=email&_hsenc=p2ANqtz-8iGUcLyhyG8vpqyo2dQNtyD-A3wNPUEkLFZpMuWIzZFVT5euQVnCSOvn-pO0EH3SMegrb3

Three videos

* Phone Companies (3 min)



https://www.ted.com/talks/malte_spitz_your_phone_company_is_watching

National Geographic, Feb. 2018 NATIONAL
-GEOGRAPHIC
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Islington (UK) CCTV control room
London’s video surveillance system helped solve the 2005 terrorist bombing incidents

room, where they can watch images
from the borough's extensive camera
network. London's video surveillance
helped solve the deadly 2005 terrorist
bombings, which killed 52 people




“Londoners are some of the most closely
Watched city dwellers in the world.”

WAICH

LONDON

I

London authorites were aarly adopters of
widesproad closed-clrout television (CCTV)
surveillance after the oty was largeted by
terronsts using truck bombs n the early
1990s. From 2012 to 2015 tha city saw a

72 percent ncrease n cameras, making up
one-third of the ULK's cameras overall Today
Londoners are some of the most closely
watched city dwellers n the world, as one
example, the borough of isington, just north
of central London, monitors 180 cameras,




Some CCTV cameras are
high-definition and can
zoom in for a close-up
shot from a distance of

more than 3 soccer
fields.

TAKING THE LONG VIEW

To demonstrate the capabiitos of Ishington’s CCTV
pystem, officials agreod 1o track a man hired by
Nationa! Geographic as he strolied down Goswell
Road In these two viaws, a high-cefnition camera
pulls back to offer the widest vantage and then
200ms n for & close-up shot Irom a distance that's
more than the length of three soccer faids,

TOMY A TH T M L NOON CETYROS T MO0 M




Face-scanning technology L . -
continues to improve and is 1 D

starting to be employed at
airports and government o
offices, and in some stores

to identify returning

customers and shoplifters. sfacotomplate

Ngorehms buld
y NAormst

3-steps: ot ot )
1) Find a face
2) Create a face template

3) Identify a face and
compare it with available e

phvio B crealed A
{ OMmpared

¥
can be ¢ y
data with Gatabases

(such as for mug
SHOWS) Lo verily & . ’
PRrsoN's Kentity or ! - ‘
recognize an indwd- 1 )

T ( . —
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Biometrics scanner catches impostor at U.S.
airport on just third day of use

* A biometric facial comparison system flagged a traveler using a fake
passport

* The new biometric system, which is in early testing in 14 international
U.S. airports, matched the man’s face to an identity different from the

passport he presented
* During further examination, CBP officers found the actual ID from the
Republic of Congo in his shoe...



https://www.digitaltrends.com/business/biometrics-flags0man-with-fake-passport-dulles/?utm_medium=push&utm_source=1sig&utm_campaign=One%20Signal

This is a camera-
equipped satellite
called Dove
developed by Planet.
150 of these satellites
are currently in orbit,
each taking 2 images
per second. Under
favorable conditions
these satellites can
photograph the
earth’s entire
landmass each day.



https://www.planet.com/company/approach/

September 20, 2017

- 133 Dove satellites

- Each taking 10,000 photos

- Resultin 1.3 million photos
per day

WATCHING

EARTH




April 23 -27,2017

Dove satellites observe
China launching their
first aircraft carrier (built
from scratch).




Today, there are more than 1700 satellites
in orbit collecting images and other data.

Categories of information gathering

satellites (commercial & government):

- Earth Observation (green)

- Communications (black)

- Navigation, timing, and tracking
(purple)

- Technology development (gray)

- Space science/other (light blue)
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WATGHING

THE GLOBE

More than 1,700 satofites orbit above
us, some a&s moch as 100,000 mies
overhead. They colect images and
other data, broadcast miormation, track
our locations, and even kston 10 ouwr
comversalons US. pubiic instautions
and companes operate most salaites,
wath commercial launches already far
outstnpping the govornmont's

® O Earth observation
® 0 Communications

® O Navigation, timing, and Iracking




Discussion

* Does this ‘emerging’ technology’ have the potential to benefit
everyone equally?

 What are its risks and rewards?
* Does it promote autonomy (self-determination) or dependence?



