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The What

• Artificial Intelligence & Machine Learning

• Robots & Drones

• Autonomous Transportation Systems

• Surveillance

• (Cyber) Crime, Security & Warfare

• Medical Tech

• Media (incl. Social Media)

• (Virtual) Money & Blockchain

• Communication

• Earth & Sky

• Space



60 Seconds Source

https://www.allaccess.com/merge/archive/31294/infographic-what-happens-in-an-internet-minute


Source

https://www.visualcapitalist.com/every-minute-internet-2020/


Source

https://cdn.statcdn.com/Infographic/images/normal/17518.jpeg


A New Documentary…



Governments don't understand cyber 
warfare. - Rodrigo Bijou, TED Talks (9.5 min)

https://www.ted.com/talks/rodrigo_bijou_governments_don_t_understand_cyber_warfare_we_need_hackers


Governments don't understand cyber 
warfare. - Rodrigo Bijou, TED Talks
• Conflict is borderless – individuals, private organizations have advantage 

over military and intelligence agencies

• Global threat landscape – 2013-14 – Cyber as top threat

• Image weaponized – 6 days to deploy a global malware campaign
• Offline attacks appropriated for online hacks
• Online recruitment for offline attacks

• What can individuals, organizations, and governments do?
• Peer to peer security – individuals have more power than ever before
• Organizations can act across boarders more effectively than governments
• Governments – inability to adapt and learn, but mission to ‘keep us safe’

• “Governments need to give up power and control to make us secure”

https://www.ted.com/talks/rodrigo_bijou_governments_don_t_understand_cyber_warfare_we_need_hackers


Cyberwar | Amy Zegart | TEDxStanford (9.5 min)

https://www.youtube.com/watch?v=JSWPoeBLFyQ


Cyberwar | Amy Zegart | TEDxStanford

• Sony attack by N. Korea – response to pending movie release

• National Security and Cyber Threats
• Today’s threat environment – complicated and changing quickly
• Cyber threat now at the top of the list, including

• Theft of intellectual property – economic competitiveness
• Massive disruption of our way of life
• Degrade/disable/destroy our nation’s military ability to defend itself

• Cyber threats today
• US is most powerful and most vulnerable (most connected)
• Government cannot go it alone (85% of infrastructure operated by private actors)
• Huge attack surface (no safe neighborhoods, by design) – growth, IoT, code vulnerabilities
• Victims don’t know that they’re victims – hard to detect, DoD not immune
• Warning and decision – warning time before and response after attack 

https://www.youtube.com/watch?v=JSWPoeBLFyQ


Discussion

• Does this ‘emerging’ technology’ have the potential to benefit 
everyone equally?

• What are its risks and rewards? 

• Does it promote autonomy (self-determination) or dependence?



Cybercrime Resources 

Election fraud

• Political campaigning in the digital age: Lucian Despoiu at ... - YouTube

• Now the Internet is changing politics – Vinay Nayak

• How the Network destroyed democracy – Lawrence Lessig

https://www.youtube.com/watch?v=sTgOUL0iYW8
https://www.youtube.com/watch?v=BrvpD-5zwqk
https://www.youtube.com/watch?v=rHTBQCpNm5o


Cybercrime Resources 

Global implications - elections

• The impact of Russian interference on Germany's 2017 elections – video

• How Russia hacked the French election

• This Is What It Looks Like When Russia Really Wants to Mess With Your Election

• How Russia Hacks Elections in the US and Around the World | WIRED

• Russian hacking and the US election: Why it matters, what it means ...

• Stealing Elections Is All in the Game – Foreign Policy

• Russia, Trump, and the 2016 U.S. Election

• FAQs on Russian Hacking and the American Election - The Atlantic

• The key findings from the US intelligence report on the Russia hack ...

• Why would Russia interfere in the U.S. election? Because it ...

• Russian Hacking and Influence in the US Election - The New York Times

• CIA: Russia will try to influence US midterm elections | News | Al Jazeera

https://www.brookings.edu/testimonies/the-impact-of-russian-interference-on-germanys-2017-elections/
https://www.politico.eu/article/france-election-2017-russia-hacked-cyberattacks/
http://foreignpolicy.com/2016/11/08/this-is-what-it-looks-like-when-russia-really-wants-to-mess-with-your-election/
https://www.wired.com/story/russia-election-hacking-playbook/
https://qz.com/860706/russian-hacking-and-the-us-election-why-it-matters-what-it-means-and-whats-next/
http://foreignpolicy.com/2017/01/10/stealing-elections-is-all-in-the-game-russia-trump/
https://www.cfr.org/backgrounder/russia-trump-and-2016-us-election
https://www.theatlantic.com/international/archive/2017/01/russian-hacking-trump/510689/
https://www.vox.com/world/2017/1/6/14194986/russia-hack-intelligence-report-election-trump
https://www.washingtonpost.com/posteverything/wp/2016/07/26/why-would-russia-interfere-in-the-u-s-election-because-it-usually-works/
https://www.nytimes.com/news-event/russian-election-hacking
https://www.aljazeera.com/news/2018/01/cia-russia-influence-midterm-elections-180130105654246.html


Cybercrime Resources 

Global implications - hacking
• Cyber crime is a threat to global economy, says researcher
• The economic implications of cyberattacks | Global Risk Insights
• globalEDGE Blog: The Effects of Cybercrime on the Global Economy ...
• ETHICAL HACKING: AN IMPACT ON SOCIETY (PDF Download ...
• A Hacker's Guide to Destroying the Global Economy | Institutional ...
• Hacking; dangerous effects on the society - UK Essays (good outline)
• Study: Hackers Cost More Than $445 Billion Annually | National News ...
• Hacking | Economist - World News, Politics, Economics, Business ...
• The Donald’s dirty linen

http://www.computerweekly.com/news/2240239300/Cyber-crime-is-a-threat-to-global-economy-says-researcher
https://globalriskinsights.com/2017/08/economic-implications-cyberattacks/
https://globaledge.msu.edu/blog/post/17836/the-effects-of-cybercrime-on-the-global
https://www.researchgate.net/publication/262726769_ETHICAL_HACKING_AN_IMPACT_ON_SOCIETY
https://www.institutionalinvestor.com/article/b15130nvm77sd7/a-hackers-guide-to-destroying-the-global-economy
https://www.ukessays.com/essays/it-research/hacking.php
https://www.usnews.com/news/articles/2014/06/09/study-hackers-cost-more-than-445-billion-annually
https://www.economist.com/topics/hacking
https://www.economist.com/united-states/2016/06/16/the-donalds-dirty-linen?zid=291&ah=906e69ad01d2ee51960100b7fa502595


Cybercrime Resources 

Global implications – cybercrime
• Infographic: The Global Impact of Cyber Crime | CyberScout
• globalEDGE Blog: The Effects of Cybercrime on the Global Economy ...
• How International Cyber Crime Affects Global Relations (good)
• [PDF]The Economic Impact of Cybercrime and Cyber ... - Amazon AWS
• The cultural impact of cyber crime | Blouin News
• The global impact of huge cyber security events - Help Net Security
• [PDF]The Growing Global Threat of Economic and Cyber Crime
• Cybercrime — An emergent global phenomenon with implications for ...
• Defining the Cybersecurity Challenge of the 21st Century - NBC News

(video)

http://cyberscout.com/education/blog/infographic-the-global-impact-of-cyber-crime
https://globaledge.msu.edu/blog/post/17836/the-effects-of-cybercrime-on-the-global
https://online.pointpark.edu/intelligence/international-cyber-crime/
https://csis-prod.s3.amazonaws.com/s3fs-public/legacy_files/files/publication/60396rpt_cybercrime-cost_0713_ph4_0.pdf
http://www.blouinnews.com/92336/story/cultural-impact-cyber-crime
https://www.helpnetsecurity.com/2017/10/02/impact-huge-cyber-security-events/
http://www.utica.edu/academic/institutes/ecii/publications/media/global_threat_crime.pdf
http://www.jamaicaobserver.com/columns/Cybercrime---An-emergent-global-phenomenon-with-implications-for-the-Caribbean_18719905
https://www.nbcnews.com/nightly-news/video/defining-the-cybersecurity-challenge-of-the-21st-century-399074371816


Cyberwarfare Resources

• Governments don't understand cyber warfare. We need ... - TED 
Talks (good)

• Chris Domas: The 1s and 0s behind cyber warfare | TED Talk

• Cyberwar | Amy Zegart | TEDxStanford – YouTube (outline - good)

• Defining cyberwarfare...in hopes of preventing it - Daniel Garrie ...

• Businesses Face Alarming Cybersecurity Skills Shortage

• Everything You Want to Know About Ransomware (But Are Afraid to 
Ask)

https://www.ted.com/talks/rodrigo_bijou_governments_don_t_understand_cyber_warfare_we_need_hackers
https://www.ted.com/talks/chris_domas_the_1s_and_0s_behind_cyber_warfare
https://www.youtube.com/watch?v=JSWPoeBLFyQ
https://www.youtube.com/watch?v=ZVoDwtyvDJc
http://www.apextechservices.com/topics/articles/423756-businesses-face-alarming-cybersecurity-skills-shortage.htm
http://www.apextechservices.com/topics/articles/423687-everything-want-know-ransomware-but-afraid-ask.htm








Cybercrime

• Jamie Bartlett: How the mysterious dark net is going ... - TED Talks

• The Dark Net isn't what you think. It's actually key to our privacy | 
Alex ...

https://www.ted.com/talks/jamie_bartlett_how_the_mysterious_dark_net_is_going_mainstream
https://www.youtube.com/watch?v=luvthTjC0OI


• Where is cybercrime really coming from? | Caleb Barlow

• James Lyne: Everyday cybercrime -- and what you can do ... - TED 
Talks

• Mikko Hypponen: Three types of online attack | TED Talk

• Governments don't understand cyber warfare. We need hackers | 
Rodrigo Bijou

• Planning Responses and Defining Attacks in Cyberspace

https://www.youtube.com/watch?v=FqrLUtIFVjs&index=1&list=PLOGi5-fAu8bGjU3TE7dwhUfahfGdeWRvn
https://www.ted.com/talks/james_lyne_everyday_cybercrime_and_what_you_can_do_about_it
https://www.ted.com/talks/mikko_hypponen_three_types_of_online_attack
https://www.youtube.com/watch?v=_nSHsb5xKPo&list=PLOGi5-fAu8bGjU3TE7dwhUfahfGdeWRvn&index=3
https://harvardlawreview.org/2013/04/planning-responses-and-defining-attacks-in-cyberspace/

