Best Linux Software: Our Editorial List

This content will touch upon all the categories for selecting Best Linux software.
This article is a compilation content of all other top best list content which already
published in this site. Thus it's going to help you to get all the Best Linux apps in
one place based on various categories. As UbuntuPIT mostly deals with Ubuntu
Linux, so | will focus on the installation process for best Ubuntu apps.

This content will grow every day as and when a new Linux list content gets
published.

1. Partition Manager — Gparted

There are lots of choices comes to mind when the question arises about best Linux
Partition Manager. If you are a new Linux user or not comfortable with a text-based
partition manager, then GUI based Gparted is the best option for you to choose.
You can do almost all the task of disk partitioning using this free and open source
partition manager.



https://www.ubuntupit.com/best-useful-ubuntu-software-will-make-productive/
https://www.ubuntupit.com/linux-partition-manager-best-8-reviewed-and-compared/
https://www.ubuntupit.com/linux-partition-manager-best-8-reviewed-and-compared/

@ E fdevfsda - GParted [ | ]
GParted Edit VWiew Device Partition Help

[T

New Delete

E;devisda (60.00 GIB)

Resize/Move Copy Paste Undo  Apply

fdevfsdaz fdevfsdaS
33.11 GIEB 24,79 GIB
Partition |Fi|e System Label Size Used Unused Flags
fdevfsdal [T ntfs System Reserved 100.00 MiB 24.14 MiB 75.86 MiB boot
[dev/sdaz . ntfs 33.11 GiB 8.89 GiB 2422 GiB
= (dev/sdaZz extended 26.79 GiB -
Jdev/sdas . extd 24.79 GiB 3.30 GiB 21.41 GiB
/devisdas [l linux-swap 2.00 GiB

unallocated unallocated 1.00 MiB

0 operations pending v

Download Gparted

Resource Link: Linux Partition Manager: Best 8 Reviewed and Compared

2. Best PDF Editor — LibreOffice Draw

PDF is considered the best way of emailing, sharing or printing various documents.
It's a well-supported format across all the OS including Linux, Windows, Mac OS,
Android and much more. There are many good options out there for selecting best
Linux PDF Editor for every OS.



https://gparted.org/download.php
https://www.ubuntupit.com/linux-partition-manager-best-8-reviewed-and-compared/
https://www.ubuntupit.com/linux-pdf-editor-top-15-reviewed-and-compared/
https://www.ubuntupit.com/linux-pdf-editor-top-15-reviewed-and-compared/
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LibreOffice Draw is one of them which comes preinstalled in all the major Linux

distros. It's a free and open source Linux pdf editor which let you fulfill the
necessary task. Master PDF Editor is another one which comes with lots of features
and tools for editing PDF files in Linux, but it's not a free and open source.

Download LibreOffice

Resource Link: Linux PDF Editor: Top 15 Reviewed and Compared

3. LaTeX Editor — TeXmaker

In the arena of Linux, LaTeX is considered as a standard markup language. It helps
the users for editing the documents to markup level. TeXmaker is one of the best
LaTeX editor available out there. It's to be the most user-friendly LaTeX IDE for the
newbie.
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Download TeXmake

There are lots of best LaTeX Editor available for Linux, but it seems difficult to
choose the Best LaTeX Editor for both advanced and beginner. For that reason, |
have written a detailed LaTeX tutorial and how to install those on Ubuntu Linux
which will help you to get the best one. Please see the resource link for that tutorial.

Resource Link: Best LaTeX Editor: 33 LaTeX Editors Reviewed for Linux Nerds

4. Screen Recorder — Kazam

Screencasting is an important task for many people for many reasons including
making a video tutorial, creating a presentation, compiling a how-to tutorial or do a
software review or having the fun of streaming while playing pc games. Moreover
now a day many users are making an earning opportunity for themselves through
YouTube, Facebook video or any other video hosting sites by making many helpful
how-to guide videos.

Kazam is one of the best lightweight screen recorder available for Linux desktop.
It's straightforward and nifty tool for screencasting.



http://www.xm1math.net/texmaker/download.html
https://www.ubuntupit.com/best-latex-editor-top-33-reviewed-for-linux-nerds/
https://www.ubuntupit.com/best-latex-editor-top-33-reviewed-for-linux-nerds/
https://launchpad.net/kazam
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Install on Ubuntu

Run the following command into the Terminal:

sudo apt install kazam

There are lots of Linux screen recorder available in the market, but here I am only
going to share a list of best Linux screen capture and Live video streaming software,
and how to install those on Ubuntu as this site focuses solely on Ubuntu Linux.

Resource Link: 15 Best Linux Screen Recorder and How to Install those on Ubuntu

5. Best Torrent Client — Transmission

If you are searching for something that is entirely free, open source and comes with
minimum configuration, then Transmission torrent client is one of them. It supports
cross-platform like Windows, Linux, Mac OS, and Unix based systems.
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Download Transmission

There are lots of favorite torrent clients available in the market. But it's challenging
to find out which one comes with the best set of features. Here | am reviewing and
sharing a collection of open source torrent client for Linux so that you don't need to
waste your valuable time by installing and checking all those torrent clients one by
one.

Resource Link: Open Source Torrent Client for Linux: Top 10 Reviewed for Linux
Nerds

6. FTP Client — FileZilla

FTP ( File Transfer Protocol ) is one of the great and efficient ways of transferring
files over a TCP based system like the internet. It helps to move a large number of
computer files from one host or system to another host or system without any
hassle and complexity.


https://transmissionbt.com/download/
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FileZilla comes on top of this list of best Linux FTP Client. This FTP app is one of the
best and secured FTP client for all the major platforms like Linux, Unix, Windows,
and MacOS. FileZilla is a reliable and fast FTP, FTPS and SFTP client for Linux.
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Install FileZilla on Ubuntu via PPA

Run the following command to install FileZilla on Ubuntu:

sudo apt update

sudo apt install filezilla
Download from Official site

Download FileZilla Client for Linux



https://filezilla-project.org/
https://www.ubuntupit.com/best-linux-ftp-client-top-10-reviewed-for-linux-geeks/
https://filezilla-project.org/download.php?platform=linux

There are lots of robust and secure Linux FTP Client available in the market. But
here my tutorial will help you to get more.

Resource Link: Best Linux FTP Client: Top 10 Reviewed for Linux Geeks

7. Backup Software — Bacula

To recovers from some unexpected situations like human errors, Disk failure or
RAID, Corruption of file systems we need a good backup plan.

Bacula is an Open Source Backup Software. This computer backup system can work
in various networks. It is an automated task that need not require intervention
from a systems administrator or computer operator. Bacula supports Linux, UNIX,
and Windows backup clients.
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Resource Link: Top 15 Open Source Backup Software for Linux
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8. Note Taking App — Simplenote

Simplenote is the best note taking the app for Linux right now. It provides all the
features that a modern and professional note-taking app must have.
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Download & Install Simplenote

Evernote is one of the best and top graded note taking apps for all the dominant
OS. But Evernote doesn't provide an official client for Linux. That's why | have
created a tutorial which will offer you a list of best Linux note-taking apps ( Evernote
Alternative).

Resource Link: 13 Best Evernote Alternative Note Taking Apps for Linux

9. Terminal Emulator - GNOME Terminal

Gnome Terminal emulator is one of the best Linux Terminal Emulators for Linux
Gnome desktop environment. It has lots of practical and useful features that make
it standalone from others.
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Most of the users are satisfied with the default Terminal emulator of their Linux
Distributions. But the option is always open to trying a different one and get settled
with that. Here | am going to share a generic list of 15 Best Linux Terminal
Emulators for both beginners and advanced Linux users.

Resource Link: Linux Terminal Emulator: Top 15 Reviewed and Compared

10. Code Editor — Atom

Coding is great fun. You can make useful and great apps for your operating system
if you can learn well how to do coding. To be a great applications developer, you
have to know about all the details of coding or programming in various
applications.

Atom is a Linux code editor that is smart, trendy, approachable, and yet
customizable to the core. This excellent Linux text editor offers you to customize it
to do anything you want.


https://www.ubuntupit.com/linux-terminal-emulator-top-15-reviewed-compared/
https://www.ubuntupit.com/linux-terminal-emulator-top-15-reviewed-compared/
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There are various types of code editors or text editors or HTML editors for several
operating systems which are available to make your coding capability easy and
quick, while some of them have worked great across the OS. For creating new
software in Linux, there are lots of Linux code editor available out there; those can
make you an expert Linux code developer.

Resource Link: Best Linux Code Editor: Top 10 Reviewed and Compared

11. Linux Antivirus — Sophos

In the world of computer Operating System, there is always errors and problems
especially intentionally made errors which we call trojan, malware, virus. Linux OS is
much more efficient and secure OS but still, there are possibilities to have these
problems. To decreasing this issues, security specialist has developed a Linux
antivirus to detect and remove those threats before they harm the system.

In the AV-Test, Sophos is one of the best free antiviruses for Linux. It does support
not only on-demand scanning but also provide real-time scanning feature.
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Resource Link: Best Linux Antivirus: Top 10 Reviewed and Compared

12. Educational Software — KDE Edu Suite

An educational expense is always high all over the world. This expense will be more
if you want to use educational software on your machine. You may be searching
over the net to get the best educational software for the kids or yourself.

KDE Edu suite is not just software; it is a package of software for different user
purpose. This software was started as a free educational package named as KDE
educational project which now included lots of software package.
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Cantor
KDE Frontend to
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Periodic Table of Elements
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Geography Trainer
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Japanese Reference/Study
Tool

Kst

Data Viewer

KTurtle
Educational Programming
Environment
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Virtual Globe
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KDE Edu Suite can be installed on most GNU/Linux distributions; It can also be
installed from the software center. If not found, you can install the latest KDE Edu
Suite on Ubuntu/Mint by typing the following commands in the console:

sudo apt-add-repository ppa:mutlagja/ppa

sudo apt-get update

sudo apt-get install indi-full kstars-bleeding
If you are a student, you may doubt in mind that Linux rarely provides software
which supports educational purposes. Wait a minute, You should correct yourself
now as you will see a great list of Best Linux Educational Software.



Resource Link: Top 10 Best Linux Educational Software for Your Kids

13. Video Editing Software — Open Shot

Video editing on Linux is very easy if you find the best Video Editing Software. There
is a lot of open source Video Editing Software available on Linux. You can easily
customize or edit any kinds of media files with those Video Editing Software.

Open Shot video editor is an open source Video Editing Software on Ubuntu. It
works well in the other distribution of Linux.
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OpansShot video eding platform. L

Copyvight (¢) 2008-2016 Opanshot Studies,

Credis Licensa

Installation on Ubuntu:

Open Shot Video Editor is very easy to install on Various Linux distribution. You can
install it from the software center or use this command:

sudo add-apt-repository ppa:openshot.developers/ppa
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sudo apt update

sudo apt install openshot-gt
Resource Link: Top 10 Best Video Editing Software for Linux

14. Download Manager — uGet

It's obvious to have a good download manager for Linux or Ubuntu. Though all the
modern browsers have default download manager, it's not good enough to handle
effective downloading system. When the question comes whether a web browser

can handle multiple download, pause system, torrent integration or fast download,

then the answer is not satisfactory.

uGet is an open source download manager for Linux which will download your files
fast. This download manager can be efficiently organized and highly configurable.

You can control your downloads in one central place.
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uGet on Ubuntu

It is straightforward to install uGet on Ubuntu. Just follow the instructions below:

sudo add-apt-repository ppa:plushuang-tw/uget-stable
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sudo apt-get update

sudo apt-get install uget

A download manager required when you go for downloading big files or multiple
files. So as you are a user coming from windows or a newbie Linux user or
advanced user, here | am going to share a generic list of 10 best download
managers for Linux or mainly focused on Ubuntu.

Resource Link: Download Manager for Linux: Top 8 Reviewed and Compared

15. Video Player - VLC

VLC Media Player is one of the best and most popular Best Linux Software in the
category of video players. It is an open source media player which support almost
all media file types on Linux. VLC Media Player support network shares are
browsing, downloading subtitles, video playlists, pop-up video, etc.

Media Playback Audio Video Subtitle Tools View Help P

Help

Welcome to VLC media player Help

Documentation
You can find VLC documentation on VideoLAN's wiki website,

If you are a newcomer to VLC media player, please read the
Introduction to VLC media player.

You will find some information on how to use the player in the

For all the saving, converting, transcoding, encoding, muxing and
streaming tasks, you should find useful information in the
Streaming Documentation.

If you are unsure about terminology, please consult the knowledge
base.

: To understand the main keyboard shortcuts, read the shortcuts
page.

Help

Best Video Players — VLC

There are a lot of video players available for Linux. Those video players mainly do
the same thing to play a video file. So, you need to find which video player will offer
you the additional features of playing any video. Here | will be sharing top 10 free
and best Linux video playerswith the best features that every app offers.
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Resource Link: Top 10 Best Linux Video Players: Enjoy Ultimate Movie and Music

16. Google Drive Client — overGrive

Google Drive offers an official client for all the dominant OS except Linux until now.
As a Linux user, you have lots of ways and alternatives for using Google Drive.
There are many Google Drive Linux Client software available out there that can do
the work for you seamlessly.

If you think Insync - Google Drive desktop client is costly, then overGrive can be an
excellent choice. You can enjoy all the features and tools that Insync can offer but
just for $4.99 one time payment. overGrive supports all the major Linux desktop
environments and distros.
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17. Web Browser — Chromium or Google Chrome

Generally, web browsers allow you to visit a wide range of information by accessing
the online web. As there is plenty of browsing software available for Linux,
undoubtedly it will puzzle you to choose the best one for your Ubuntu system.
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Chromium and Google Chrome, Both the web browsers come with malware
blocking that ultimately ensures personal information security. Moreover, there are
lots of plugins in the chrome store which eventually let you increase the
functionality of the browser in the Linux system.

Install Chromium on Ubuntu Linux

sudo apt install -y chromium-browser
Run the following command if you need flash support:

sudo apt install -y pepperflashplugin-nonfree

sudo update-pepperflashplugin-nonfree --install
Install Google Chrome on Ubuntu Linux

Download Google Chrome

If above link doesn’t work, get the direct link

Direct Download Google Chrome for Ubuntu



https://www.google.com/chrome/
https://dl.google.com/linux/direct/google-chrome-stable_current_amd64.deb

Resource Link: 13 Best Linux Web Browsers: Which One is Right for You?

18. Media Server Software — Kodi

Linux Media Server software can help you to set up a cost and resource useful
media server which ultimately let you watch or share or listen all the media
files from a remote location on Smartphone or desktop.

Kodi is one of the best free and open source media server software available in the
market. It offers an intuitive graphical user interface with lots of customization
options. Kodi is an all in one entertainment software center which supports all the
primary OS including Android, Linux, Windows, iOS, and MacOS.

How to Install Kodi on Ubuntu Linux

You can easily install Kodi on Ubuntu and Ubuntu based on other Linux distros by
running the following command:

sudo apt-get install software-properties-common

sudo add-apt-repository ppa:team-xbmc/ppa
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sudo apt-get update

sudo apt-get install kodi
Resource Link: 13 Best Linux Media Server Software for Making Your Own Home
Theater PC

19. Cloud Storage — OwnCloud

OwnCloud is one of the popular and most prominent open source community
driven cloud software available in the market. It let you create easy to use a
personal cloud server for both home and office use. You can also have full control
over your data and who can have access at all.
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Download OwnCloud
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Resource Link: Best Cloud Storage for Linux: 15 Reviewed and Compared for Linux
Nerds

20. Email Client — Thunderbird

Inbox - Mozilla Thunderbird
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Thunderbird — Open Source Email Client

| believe you know about Mozilla foundation and its Firefox browser which is
lighting fast and patron of open source software. Thunderbird is an incredible open
source and faster Linux email client from the same development house of Firefox.
It's a cross-platform, more rapid, modern web email technologies for using email
services.

Download Mozilla Thunderbird

Resource Link: Top 10 Best Open Source Linux Email Client Software

21. Free Office Suite — LibreOffice

LibreOffice is the most favorite and well known best free office suite in the Linux
community. LibreOffice is forked of popular but discontinued office suite Apache
OpenOffice. Now LibreOffice is the default free office suite for many Linux
environments.
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Download LibreOffice

Resource Link: Top 10 Best Free Office Suite Software as MS Office Alternative for
Linux

22. Password Manager — KeePassXC

Remembering password is always tricky if you have multiple passwords for various
site and apparently, it is. So to mitigate this sort of problem, password manager
comes into focus. KeePassXC Password Manager is there for the Linux user for
quite a long time, and it fulfills the need successfully.

Resource Link:

o Linux Password Manager: 22 Reviewed and Compared for Linux Nerds
o KeePassXC - an Open Source Password Manager for Linux

23. Image Editor - GIMP

GIMP is an insanely popular open source Free Photo Editing Software Like
Photoshop. It's a multi-platform supported software which supports various system
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like Windows, Linux, Mac OS X and so forth. Users can quickly complete the job with
this free software.
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Resource Link:

« GIMP - Best Photoshop Alternative Image Editing Software for Linux
e Top 10 Linux Photoshop Alternative Photo Management Software

24. Secure Remote Desktop Client — Remmina

Remmina Remote Desktop Client is an open source, free and powerful remote
desktop sharing tool for Linux and Unix based system. It offers feature-rich useful
tools for the administrator and travelers to have easy and smooth remote access.
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Download Remmina

Read More: 10 Fast and Secure Remote Desktop Client Software for Linux

25. Firewall Software — Iptables

Iptables or Netfilter is the most popular and blazing fast open source CLI
based Linux firewall. Many system administrators prefer to use it for their server
protection as it plays the first line of defense of a Linux server protection.

Download Iptables

Resource Link: Top 10 Linux Firewall Software For Protecting Your Linux System
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26. VPN Client and Services — ExpressVPN

ExpressVPN is one of the best VPN for Linux, and it supports a wide range of Linux
distros including Ubuntu, Debian, CentQOS, Fedora, etc. This VPN service provides
important Linux support and speedy performance.

Resource Link: Top 10 Linux VPN Client and Services For You To Get Protected

27. Online Linux Terminal — Codeanywhere

Online Linux Terminal or emulator is the best way to practice or learn Linux
commands without having a full-fledged Linux subsystem. There are no online
Linux Terminals and bash scripts available in the market which let you run various
shells, scripts, and commands to test or analyze the results. Among all of

them, Codeanywhere is the best online Linux Terminal.

Resource Link: Top 15 Online Linux Terminal Emulators and Bash Editors

28. Linux Task Manager — Htop

Htop is an interactive process viewer and text-based task manager for Unix system.
This tool offers lots of useful options to the system admin like stopping, restarting
and overall controlling the programs.

Resource Link: Best Linux Task Manager: Top 12 Reviewed For Linux Nerds

29. Linux Monitoring Tools

There are many Linux Monitoring Tools available in the market including open
source software, third-party solutions, and homemade scripts run via cron. Each
has its advantages and disadvantages. | have compiled a comprehensive list of
Linux monitoring tools which includes all the elements of a Linux system like
network, process management, server maintain etc.
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Resource Link: Most Comprehensive List of Linux Monitoring Tools For SysAdmin

30. Linux Data Recovery Tools — Ddrescue

Ddrescue is GNU license holder software that you can use for free of cost for
recovering the lost data. This Linux data recovery distro is an expert in rescuing
data when read errors happen.

Resource Link: Top 15 Linux Data Recovery Tools: The Professionals’ Choice

31. Project Management Tools — Confluence

It is a joint workplace that lets you form and control all of your projects. The tool is
quite dissimilar to file-sharing and document tools. The reason lies in the sense that
it is both exposed and cooperative.

Resource Link: Top 20 Best Project Management Tools for Linux

32. Linux PDF Viewer — Okular

This software allows to underlines, markup, highlighting your pdf files. And every
user always feels the necessity of these tasks. On the other hand, the tool never
allows editing, converting which can break the security of the files.

Resource Link: Linux PDF Viewer: Best 15 PDF Readers Reviewed for Linux Users

33. Best Markdown Editor — Visual Studio Code

One of the best open source code editors we've seen these couple of years, Visual
Studio Code combines performance with highly flexible core feature sets. It aims at
providing you with a natural working environment when writing your next web
document using markdown.
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Resource Link: Best Markdown Editor: Top 20 Reviewed For Linux Users

34. Music Player — Audacious

Audacious is the software that is considered as the best Linux Audio Player. This is
the small software but it gives you a lot of options. Pause, skip song, repeat, shuffle
everything you can do naturally with Audacious.

Resource Link: Best 15 Linux Music Player Software for the Music Lover

35. Linux Text Editor — Vim

A clone of Vi, the most powerful Linux text editor the world has ever
seen, Vim offers all that you get with Vi, plus additional feature sets to provide
ultimate user convenience.

Resource Link: Linux Text Editor: 20 Text and HTML Editors Reviewed for Linux
Nerds

36. Best CCleaner Alternative — Stacer

Are you looking for CCleaner alternative for Linux that comes with a modern user
interface? If yes, then this is the one you need. This CCleaner alternative covers four
sections such as the app cache, apt-cache, system logs as well as the crash reports.

Resource Link: Best CCleaner Alternative for Linux: Top 6 Reviewed for Linux Geeks

37. Free AutoCAD Alternative — FreeCAD

Do you know about FreeCAD? Well, FreeCAD is a free open-source solid parametric
modeler for 3D design. You can easily design real-life objects with FreeCAD
regardless of their size. FreeCAD is frequently used in engineering and architecture
fields.
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Resource Link: Free AutoCAD Alternative: Top 15 CAD Software For Linux

38. Ethical Hacking and Penetration Testing Tools

Here | will not discuss any particular software for ethical hacking and pen testing
tools but | will share a comprehensive list of best tools for ethical hacking and pen
testing on your Linux system.

Resource Link: An Ultimate List of Ethical Hacking and Penetration Testing Tools for
Kali Linux

39. Linux Productivity Software

In this sector, there are lots of options available in the software store. Moreover,
Linux productivity software is a generic term which may include a wide range of
software varieties. So | recommend you to check out the resource link for a
different set of Linux productivity software and tools for your desktop.

Resource Link: Top 15 Linux Productivity Software and Tools That Worth Your
Attention

40. Best Podcast App — CPod

CPod (formerly known as Cumulonimbus) is a free, open source and cross-platform
podcast player for Linux, MacOS, and Windows. CPod is built on top of web
technology, written in the JavaScript, and used the Electron framework.

Resource Link: Best Podcast App: Top 20 Reviewed For Linux Podcatcher

41. Linux Window Manager — i3

This manager can be configured in any way its user wants, from the placement of
opened application to the custom keyboard shortcuts; it is configurable in every
way.
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Resource Link: Best 20 Linux Window Managers: A Comprehensive List for Linux
Users

42. Best News Aggregator — Winds

“Winds" is free and open source multiplatform beautiful RSS reader specially
developed on stream Al. The best thing about “Winds" is its based on Al and
machine learning technology to give you better services.

Resource Link: Best News Aggregator: Top 20 Reviewed For Linux Readers

43. Linux Security Tools

Like Linux productivity software and monitoring tools, Linux security tools offer a
wide range of taste for different users needs. Here, we will also focus on a set of
best Linux security tools for all the Linux users.

Resource Link: Best 20 Linux Security Tools: Recommendation from the Linux
Experts

Top 20 Irresistible Linux Security Tools

The security tools described below have been sorted out after a lengthy research to
provide you with the best ones with authentic information. Each of the tools
contains general discussion with an impressive feature section to help you
understand the potential of the tool in details.

1. MISP

MISP, elaborately known as “Malware Information Sharing Platform” is a threat
intellect platform to share, store and correlate signs of the threat intelligence,
economic racket information, susceptibility information, and counter-violence
information. The Linux security utility is useful both for storing, sharing,
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collaborating cyber safety signs, malware exploration and for using information and
the loCs for detecting and preventing the threats.
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Important features

» Flexible enough to express complex objects and allied them together to
reveal threat intelligence, occurrences or linked elements.

e The “intuitive user-interface” lets the end-users build, upgrade and
cooperate on indicators/attributes and events.

« Stores facts in an organized layout with a widespread cyber-security signs'’
support.

o Combines signing and encryption of the warnings through PGP or/and
MIME/S considering your preferences.

Download MISP

2. Privacy Badger

It is basically a privacy safeguard for browsers that provides those with security
against the trackers of a website visitor. The trackers normally gather information
about your browser. The collected information is frequently shared by the third
parties. It is often used for creating a fake profile of a specific browser. In such a
case, this Linux security program hinders the data collection.
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Privacy Badger is protecting you on this page.
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| Disable Privacy Badger for This Site |

[ Deactivate Privacy Badger
What is Privacy Badger?

Important features

Runs as an extension on Opera, Firefox, and Chrome.

Reviews the requested web-pages and deactivates those by replacing
content or simply blocking the requests.

Disables WebRTC that reveals the inner IP addresses.

Helps you browse the net more securely.

Requires a little space.

Install Privacy Badge

3. Aircrack-ng


https://www.eff.org/privacybadger

It is an outstanding network application suite that consists of a packet, sniffer,
detector, WPA/WPA2-PSK cracker and WEP, and an analysis utility for ‘802.11
wireless LANs. The software perfectly functions with any “wireless network interface
controller” whose driver can nose 802.11g and 802.11a, 802.11b traffic and also
supports the raw observing mode.

2015 Thomas d'Otreppe

usage: aircrack-ng [options] <.cap /

Common options:

Important features

e Runs under Windows, OS X, Linux, OpenBSD, and FreeBSD.

o Its packet can seize and export data to the text-files for additional
processing by the tools of the third party.

« Replays attacks, counterfeit access points, de-authentication, and other
related things through packet injection.

o Checks the capabilities of the drivers and WiFi cards as well.

o Able to crack both WPA PSK and WEP.

Download Aircrack-ng

4. Archery
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Archery is a fabulous Linux security tool that helps you collect information
regarding the vulnerabilities exists within your operating system. The software
doesn't only concentrates on the authentic scanning but also allows management
of the findings in an interface that is essentially web-based. Here follow the
outstanding features of the utility:
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Important features

o Comprises features such as dashboards, reporting, and searching.

« Can make interaction with other applications comprising the distinguished
susceptibility scanners.

o Manages scans and susceptibility in CD/Cl setting for DevOps teams.

« Its assessment and managing of vulnerability are completely Open Source.

o Manages all the vulnerabilities of web-scan and discovers threats in your
programs.

o Also manages all the network scans and discovers threats in the
infrastructure.

Download Arche

5. Anchore


https://archerysec.info/

Anchore is such a Linux security program that can help you detect, assess and
authenticate the container images. You can store the images both in the cloud and
on-premises. The tool is mostly concentrated on the developers so that they can
accomplish successful scrutiny on the container images. Running inquiries and
producing reports are the typical activities of Anchore.

Important features

e Inspects your container images and generates a complete list of config
files, Java archives, and many things more.

o Integrates with instrumentation platforms to guarantee that the images
run are verified by your organization.

« Defines strategies to manage security susceptibilities, expose ports,
manifest changes, and so on.

6. ClamAV


https://anchore.com/

ClamAV is a standard Linux security program for detecting mischievous program or
malware. Though ClamAV is known as an anti-virus engine, yet it perhaps will not
come across numerous viruses because they are rare now. So, this software is
more expected to discover other types of malware including ransomware, worms,
and backdoors.
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Important features

e You can use the tool in a number of techniques from completing a
random scan-up to scanning in a group.

o Doesn’t run ‘on-access scanning’ but you can combine it with
supplementary tools for obtaining alike functionality.

o (Can be adapted to assist scanning the incoming emails for detecting
malicious contents.

o Supports numerous signature languages and file formats, and unpacking
of archive and file.

e Includes command-line utilities and a multi-threaded scanner daemon for
instant scanning of files and update of signature automatically.

Download ClamA


https://www.ubuntupit.com/best-linux-antivirus-top-10-reviewed-compared/
https://www.clamav.net/

7. Hashchat

It is the self-declared world'’s swiftest password retrieval tool that had a copyrighted
code-base till 2015 and now is a completely free program. Microsoft LM hashes,
Cisco PIX, MD4, MySQL, MD5, Unix Crypt formats, and SHA-family are the basic
instances of hashcat supported hashing algorithms. The application comes both in
GPU and CPU based variants. Its editions are compatible with Windows, Linux, and
OS X.

!nter YES in uppercase if you accept this EULA:
YES
Initializing hashcat v0.50 with 1 threads and 3Z2mb segment-size...

Intel(R) Core(TM) i5-4278U CPU @ Z2.60GHz
Instruction set..: x86_64
Number of threads: 1

Hash type: MD4
Speeds/sec: 16.38M words

Hash type: MDS
Speedssec: 13.59M words

Hash type: SHA1
Speedssec: 10.29M words

ash type: SHAZ56
Speed/sec: 5.04M words

Hash type: SHAS12
Speed/sec: Z2.07M words

Hash type: SHA-3(Keccak)
Speed/sec: 1.88M words

Hash type: GOST R 34.11-94
Speed/sec: 949.61k words

Important features

o Supports the brain functionality of password candidate.

o Supports reading the password candidates both from stdin and file.
o Supports circulated cracking networks.

o Supports hex-charset and hex-salt.

o Supports automated key space ordering Markov-chains.


https://www.ubuntupit.com/linux-or-windows-25-things-you-must-know-while-choosing-the-best-platform/

o Contains inbuilt benchmarking system.
o Supports automated tuning of performance.

Download Hashchatj

8. radare2

Radare2 is one of the popular Linux security frameworks for performing “reverse
engineering” on several dissimilar file types. You can use the tool to explore
firmware, malware or any other kind of ‘binary files'. In addition to “reverse
engineering”, you can even use it for forensics upon filesystems and data carving.
With it, you can script the tasks as well. It is capable of using software exploitation
function in it.

'l<< radare? - Disassembie Hex Dump Strings Settings Information
o1y

T

esll ¢

> entryl > 0xd047d1 > 0x3047¢c4 > Ox40470S > |

Important features


https://hashcat.net/hashcat/

o Supports various programming languages like JavaScript, Go, and Python.

o Uses influential analysis aptitudes for speeding up the reversing.

« Visualizes data configurations of a number of file types.

o Debugs with both local and distant debuggers.

o Patches applications to expose new and exciting features or repair
susceptibilities.

o Disassembles several, unlike architectures.

Download radare2

9. Buttercup for desktop

No, it's not a name of any delicious dessert that we are going to present to convince
you to eat. Instead, it is a mind-blowing password manager that is intended to help
you control your credentials. A powerful encryption is used by it for guarding your
sensitive files and materials under only one master password.

(5] Buttercup = a X

File Edit View Window System Help

&= Displaying 2 entries

M LO4D.com Stuff = '
m St T Bank of Ameri
W Trash 1234567830 Copy To Cliphoard  » Userame Ctrl+B

Password  Ctrlid
>

D LO4D.com Move to Group

Move to Trash Routing

PASSWORD sssssccces

ROUTING 12345678050

+ NEW GROUP + ADD ENTRY (ZEDIT

Important features


https://www.ubuntupit.com/top-20-most-popular-programming-languages-to-learn-for-your-open-source-project/
https://rada.re/r/
https://www.ubuntupit.com/linux-password-manager-22-reviewed-and-compared-for-linux-nerds/

o Allows you to use more difficult passwords for individual service and
stores those securely.

e You can install it directly on Google Chrome while on Mozilla Firefox the
tool is found as an extension.

e Includes simple to use interface where saving and finding the details of
login is easier

o Completely free to use on all the key platforms.

o Serves equally both on Android and los mobile phones.

Install Buttercup

10. Bro

“Bro” helps you extensively perform the monitoring of security looking into the
activities of the network. This Linux security utility is able to identify the doubtful
data streams. Considering the data, the program alerts reacts, and even integrates
with other related tools. This fabulous software has been advanced by Vern Paxson

who now leads the project with a potential group of scholars and developers.

Important features

o Its domain based scripting language facilitates site-specific observing
strategies.

o Aims at high-performance networks.

o Not bound to any specific discovery tactic and doesn't depend on
outdated signatures.


https://buttercup.pw/
https://www.ubuntupit.com/best-linux-software-our-editorial-list-of-essential-linux-apps/

« Expansively records what it finds and offers a high-level store of the
activities of a network.

« Interfaces with other programs for the give-and-take of information in
real-time.

o Maintains far-reaching program-layer state regarding the network it
observes.

Download Bro

11. Faraday

Faraday is a real-time cooperative utility that upsurges velocity, efficiency, and
transparency for your and your teams’ assessments. This Linux security framework
provides you with superior perceptibility and helps make cooler safekeeping
investment. The software serves many organizations all over the world. It is even
able to meet the requirements of different organizations offering appropriate
solutions to each case.

_ Top Hosts @ Vulnerabilities @ | Services report @

RN x
-- III — ‘
. .

Workspace summarized report o

Hosts report @
T R

103111229 12 1]

10.31.41223 12 = 1 - : 265
1 .f_\ 3

high e ats
B |

1 (2]
2 B Commands History @
1 ] Command Start Date
1 [+] micaficams nmap 10.31,122.51 08/ 2004-12;27 037
1 o root@sriabe ksl nmap 10.31.192.41 -1na3 353 b |
14 ®= root@isiate kak propeda1031.992 22 I/E/20%4 - 11:43 3245

Important features



https://www.bro.org/

o Equipped with simplicity with a particular set of functional activities that
help you develop accomplishing your work.

o As auser, you have the opportunity for generating a timeline that contains
each historical modification within the existing penetration investigation.

« Gives the opportunity for making a comparison of two, unlike pentests.

o Enables the corporates, penetration testers, and project managers to have
a real-time view of the work in development.

Download Farada

12. Frida

Another great Linux security framework- “Frida” lets the researchers and
developers inoculate ‘custom scripts’ into ‘black box methods'. In this way, the tool
provides all the functions with a hook, letting you trace the performed instructions.
It even approves uninterrupted manipulation and observes the outcomes.

3 ting tunctions
M roatek ohd + oaded ha

C > Local Disk (C;) > FridaTest

FridaTestFile.txt

Important features

e You can get Frida with available bindings for various programming
languages that allow relating to processes.

o Doesn't require any source code for tracing personal application code and
hooking functions.

« Allows you to edit, store, and examine the outcomes.

o Contains a complete test-suite.

o Available options for personalization and addition.

o Compatible with QNX, Windows, GNU/Linux, Android, macQOS, and iOS.



https://www.ubuntupit.com/top-20-best-project-management-tools-for-linux/
https://www.faradaysec.com/
https://www.ubuntupit.com/best-programming-language-for-games-15-game-programming-languages-reviewed/
https://www.ubuntupit.com/best-programming-language-for-games-15-game-programming-languages-reviewed/
https://www.ubuntupit.com/linux-vs-mac-os-15-reasons-why-you-must-use-linux-instead-of-mac-os/

Install Frida

13. PTF

PTF, the short form of or “PenTesters Framework” is a Python script that aims at
keeping your penetration analysis toolkit latest. It is an excellent Linux security
program that is intended to run under Ubuntu, Arch Linux, Debian, or associated
clones. It basically functions with modules where you get the definition of the
method of fetching a tool and an overview of the needed things for building the
tool.

Description

Important features

o Capable of retrieving, compiling, and installing the tools normally used by
you.

e Thetoolis a modular structure; you are allowed to utilize lots of
typical pen-testing toolsand attach your own utilities.

o Makes sure that each and everything is structured according to the
“Penetration Testing Execution Standard.”

Download PT

14. Intrigue


https://www.frida.re/docs/home/
https://www.ubuntupit.com/best-things-to-do-after-installing-ubuntu/
https://www.ubuntupit.com/debian-vs-ubuntu-top-15-things-to-know-before-choosing-the-best-one/
https://www.ubuntupit.com/an-ultimate-list-of-ethical-hacking-and-penetration-testing-tools-for-kali-linux/
https://www.trustedsec.com/pentesters-framework/

It is one of the finest Linux security utilities that is extensively used to discover the
attack surface. The discovery relates to applications and infrastructure,
vulnerability, and security research.
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Important features

« Includes a bunch of scripts to sort out the required information.

o Provides unmatched visibility of external asset.

« ldentifies the uncovered susceptibilities in the program stacks and their
core hosts.

o Lets you export vulnerability information for the management teams.

o Helps the security teams gain perceptibility of the third party risk.

« Allows you to enrich the existing data and carry out OSINT exploration.

o Enables security teams to identify the un-used assets that still pose a
threat to the company.

15. Vault

It is a fantastic secret management program made by HashiCorp that is an expert in
preserving your invaluable data. The secrets stored by it are normally utilized by
software scripts and components. Vault employs an API to let you have an access to
the encoded secrets. The confidential issues themselves can either be prevalent or
dynamically created.


https://intrigue.io/p/

Vault Authentication -> Authorization Flow A4

D path "secret/+" {
capabilities = ["read")
- ) secret-readonly
Sah id path "sys/auth/renew” { postgresql-readwrite
usernamew P P ” . "
e capabilities = ["write"] i
password=slcrit y ssh-staging

path "my-mount” {
capabilities = ["list"]
H

Policy Engine

Important features

« Allows storing confidential things including STS/ AWS IAM credentials,
value/key pairs, NoSQL/ SQL databases, SSH credentials, X.509 certificates,
and many other sensitive details.

o Includes leasing, auditing, key rolling, and key revocation.

« Offers encryption just like a service with ‘integrated key management.’

o Simplifies the encryption of data both at rest and in transit across
datacenters and clouds.

Download Vault

16. CAIRIS

CAIRIS, an outstanding Linux security framework basically stands for “Computer
Aided Integration of Requirements and Information Security.” It is such a great
platform that with it you can elicit, specify, and validate the functioning systems.
The tool was created to support each element required for analysis of risk, usability,
and requirements.


https://www.vaultproject.io/
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Important features

« Allows you to create a safeguard for software and designing of the system.

o Lets you track the communications between data points, objects, and
associated risks.

o Automatically generates threat models like “Data Flow Diagrams” as soon
as your design of primary phase evolves.

o Produces a series of papers from “Volere compliant requirement
specifications” to “GDPR DPIA documents”.

o Leverages not only open source brain about probable attacks but also
candidate safeguard architectures for measuring the attack surface.

Download CAIRIS

17. O-Saft


https://cairis.org/

It is one of those rare command-line tools that you can use both in closed settings
and offline. The Linux security application contains a Tk/Tcl based graphical user
interface. Besides, you can turn it into an online CGl-utility.
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Important features
« Provides convenient SSL configuration information with its elementary
parameters.
o Performs more particular tests with limited tool tuning.
« Allows you to gather information, test penetration, assess security, scan
vulnerability, or analysis of web application.
o Supports STARTTLS for different types of protocols including SMTP, IRC,
POP3, XMPP, IMAP, RDP, LDAP.
o Checks for securities against some attacks such as BEAST, FREAK, DROWN,
CRIME, and so on.
o Shows the details of certificate and SSL connection.


https://www.ubuntupit.com/most-comprehensive-list-of-linux-monitoring-tools-for-sysadmin/#1-command-line-tools

18. YARA

YARA is another fabulous Linux security utility that is intended to assisting the
malware scholars to recognize and categorize the malware samples without any
limitation. With this framework, you can easily produce descriptions of the malware
families or anything else according to your desire grounded on binary or textual
patterns. All the descriptions, which are also known as rules, consisting of a
boolean expression and a bunch of strings.

1le pdf_1.7 contains_few_links {

author = "Sean Whalen"

last updated - "20817-86-88"
tlp = “white”

category = "malicious”
confidence =« "medium”
killchain_phase = "exploit”

description = "A PDFv1.7 that contains one or two links - a common phishing tactic”

strings:
$pdf_magic = {25 50 44 46}
$s_anchor tag = "<a " ij

$s uri - /Mihttp. 8)/

$pdf_magic at @ and (#s_anchor_tag == 1 or (#s_uri > @ and #s_uri < 3))

}

Important features

o Lets you create more compound and influential rules using case-
insensitive strings, wild-cards, special operators, regular expressions, and
several other features.

o Equally runs on Linux, Mac OS X, and Windows.

e You can use it from your personal “Python scripts” with an extension of
Yara-python or via YARA's command-line interface.

Check-in YARA



https://www.owasp.org/index.php/O-Saft
https://www.ubuntupit.com/linux-terminal-emulator-top-15-reviewed-compared/
https://yararules.com/

19. OpenSSL

This is a marvelous software library, which is suitable for the applications that you
use to protect interactions over the computer networks against overhearing. The
central library is written using C programming language. This Linux security utility is
extensively adopted in the web servers of the Internet, and now a majority of the
websites is served by it.

Important features

« Includes an open source execution of the TLS and SSL protocols.

o The core library can execute fundamental cryptographic tasks and provide
different tool functions.

o Wrappers are available that allow you to use the OpenSSL library with
multiple computer languages.

« Editions are compatible with Windows, OpenVMS, and most Unix and
Unix-like operating systems including Linux, Solaris, QNX, macQOS, etc.

Download OpenSSL

20. Confidant


https://www.ubuntupit.com/best-blockchain-programming-language-top-15-reviewed-for-blockchain-programmer/
https://www.openssl.org/

Confidant, popularly known as “storage of secrets” provides you with a substitute
by preserving you confidential facts in a database instead of a configuration file.
The tool functions in such a way that it doesn't give access to all applications to
have the facts. Even often the system managers are not given access if anything
dubious is captured by Confidant.

Important features

« Solves the verification egg and chicken problem using IAM and AWS KMS.

« Stores your confidential files in an append-only method creating an
exclusive KMS data-key for the revisions of all the secrets.

o Provides an “Angular]S web interface” that lets the end-users manage the
secrets and their mappings very easily.
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20 Command Line Tools to Monitor
Linux Performance

Ravi Saive
Download Your Free eBooks NOW - 10 Free Linux eBooks for Administrators | 4 Free Shell
Scripting eBooks

It's really very tough job for every System or Network administrator to monitor
and debug Linux System Performance problems every day. After being a Linux
Administrator for 5 years in IT industry, | came to know that how hard is to
monitor and keep systems up and running. For this reason, we’ve compiled
the list of Top 20 frequently used command line monitoring tools that might be
useful for every Linux/Unix System Administrator. These commands are
available under all flavors of Linux and can be useful to monitor and find the
actual causes of performance problem. This list of commands shown here are
very enough for you to pick the one that is suitable for your monitoring
scenario.


https://www.tecmint.com/author/admin/
https://www.tecmint.com/10-useful-free-linux-ebooks-for-newbies-and-administrators/
https://www.tecmint.com/free-linux-shell-scripting-books/
https://www.tecmint.com/free-linux-shell-scripting-books/
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1. Top - Linux Process Monitoring

Linux Top command is a performance monitoring program which is used
frequently by many system administrators to monitor Linux performance and it
Is available under many Linux/Unix like operating systems. The top command
used to dipslay all the running and active real-time processes in ordered list
and updates it regularly. It display CPU usage, Memory usage, Swap

Memory, Cache Size, Buffer Size, Process PID, User, Commands and much
more. It also shows high memory and cpu utilization of a running processess.
The top command is much userful for system administrator to monitor and
take correct action when required. Let’s see top command in action.

‘


https://www.tecmint.com/command-line-tools-to-monitor-linux-performance/linux-command-line-monitoring-tools/
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For more examples of Top command read : 12 TOP Command Examples in Linux

2. VmStat - Virtual Memory Statistics

Linux VmStat command used to display statistics of virtual memory, kernerl
threads, disks, system processes, /0 blocks, interrupts, CPU activity and much
more. By default vmstat command is not available under Linux systems you
need to install a package called sysstat that includes a vmstat program. The
common usage of command format is.

# vinstat

swpd free 1inact active

0 810420 97380 70628

For more Vmstat examples read : 6 Vmstat Command Examples in Linux



https://www.tecmint.com/12-top-command-examples-in-linux/
https://www.tecmint.com/linux-performance-monitoring-with-vmstat-and-iostat-commands/
https://www.tecmint.com/command-line-tools-to-monitor-linux-performance/Top%20Command%20Example

3. Lsof - List Open Files

Lsof command used in many Linux/Unix like system that is used to display list
of all the open files and the processes. The open files included are disk

files, network sockets, pipes, devices and processes. One of the main reason
for using this command is when a disk cannot be unmounted and displays the
error that files are being used or opened. With this commmand you can easily
identify which files are in use. The most common format for this command is.

# Isof

COMMAND DEVICE SIZE NODE NAME
init 104, 2 4096 2/
init 1 104, 2 4096 2/
init 1 104, 2 38652 17710339
/sbin/init

init 104,2 129900 196453
/1ib/1d-2.5.s0

init 1 104,2 1693812 196454
/1lib/libc-2.5.s0

init 1 104, 2 20668 196479
/1ib/1ibd1l-2.5.s0

init 1 104, 2 245376 196419
/1lib/libsepol.so.1

init 1 104,2 93508 196431
/1lib/libselinux.so.1

init 1 0,17 953
/dev/initctl

More Isof command usage and examples : 10 Isof Command Examples in Linux

4. Tcpdump - Network Packet Analyzer

Tcpdump one of the most widely used command-line network packet
analyzer or packets sniffer program that is used capture or

filter TCP/IP packets that received or transferred on a specific interface over a
network. It also provides a option to save captured packages in a file for later
analysis. tcpdump is almost available in all major Linux distributions.

# tcpdump -i eth0

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode


https://www.tecmint.com/10-lsof-command-examples-in-linux/

listening on ethO, link-type EN1OMB (Ethernet), capture size 96 bytes

22:08:59.617628 IP tecmint.com.ssh > 115.113.134.3.static-
mumbai.vsnl.net.in.28472: P 2532133365:2532133481(116) ack 3561562349 win
9648

22:09:07.653466 tecmint.com.ssh > 115.113.134.3.static-
mumbai.vsnl.net.in.28472: P 116:232(116) ack 1 win 9648

22:08:59.617916 115.113.134.3.static-mumbai.vsnl.net.in.28472 >
tecmint.com.ssh: . ack 116 win 64347

For more tcpdump usage read : 12 Tcpdump Command Examples in Linux

5. Netstat - Network Statistics

Netstat is @ command line tool for monitoring incoming and outgoing
network packets statistics as well as interface statistics. It is very useful tool
for every system administrator to monitor network performance and
troubleshoot network related problems.

# netstat -a | more

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address
State

tep tmysql

LISTEN

tcp rsunrpc

LISTEN

tcp :realm-rusd

LISTEN

tcp :ftp

LISTEN

tcp localhost.localdomain:i

LISTEN

tcp localhost.localdomain:

LISTEN

tcp localhost.localdomain: localhost.localdomain:42709
TIME WATT

tcp localhost.localdomain: localhost.localdomain:42710
TIME WATIT

tcp *:http

LISTEN

tcp *:ssh

LISTEN



https://www.tecmint.com/12-tcpdump-commands-a-network-sniffer-tool/

0 *:https

LISTEN

More Netstat examples : 20 Netstat Command Examples in Linux.

6. Htop - Linux Process Monitoring

Htop is a much advanced interactive and real time Linux process monitoring
tool. This is much similar to Linux top command but it has some rich features
like user friendly interface to manage process, shortcut keys, vertical and
horizontal view of the processes and much more. Htop is a third party tool and
doesn’t included in Linux systems, you need to install it using YUM package
manager tool. For more information on installation read our article below.

# htop

& ™ Applications Places System w o

http:/ / www.tecmint.com & ¢ = Sat Aug 4, 12:43 PM

root@tecmint:~/Downloads/htop-1.0.1

File Edit View Search Terminal Help
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1659 root 20 0 58200 280892 7568 S 9.8 2.7 1:14.97 Jusr/bin/Xorg :@ -nr -verbose -audit 4 -auth /var/run/go
2172 root 20 0 60876 11716 9164 S 0.0 1.1 0:06.54 gnome-terminal
1883 root 26 @ J9M 11352 95260 S 6.6 1.1 0:03.00 metacity

1890 root 28 0 87432 16492 12436 S 0.8 1.6 0:06.63 nautilus
1962 root 20 0 52920 11580 9328 S 0.0 1.1 0:02.13 /usr/libexec/wnck-applet --opaf-activate-iid=0AFIID:GNOME

1 root 206 8 2872 1248 1872 S 6.8 0.1 0:04,15 /sbin/init

379 root 16 -4 3372 964 30 5 0.0 0.1 0:00.71 /sbin/udevd -d

837 root 18 -2 4392 18068 616 S 0.0 0.2 0:00.29 /sbin/udevd -d
1142 root 16 -4 12912 79 596 S 0.8 0.1 0:00.0]1 auditd
1141 root 16 -4 12912 796 596 S 0.0 0.1 0:00.04 auditd
1167 root 26 0 35948 1408 932 S 0.6 0.1 0:00.83 /sbin/rsyslogd -1 /var/run/syslogd.pid -c 5
1168 root 20 0 35948 1408 932 S 0.0 0.1 0:00.84 /sbin/rsyslogd -i /var/run/syslogd.pid -c 5
1169 root 20 0 35948 1408 932 S 0.0 6.1 0:00.03 /sbin/rsyslogd -i /var/run/syslogd.pid -c 5
1166 root 20 0 35948 1408 932 S 0.0 0.1 0:00.14 /sbin/rsyslogd -1 /var/run/syslogd.pid -c 5
12088 rpc 20 0 2556 796 576 S 0.0 0.1 0:00.26 rpcbind
1225 dbus 20 0 13764 1656 876 S 0.0 0.2 0:00.00 dbus-daemon --system
1223 dbus 20 0 13764 1656 876 S 0.0 0.2 0:02.1B dbus-daemon --systen
1234 root 26 0 9788 3988 3384 S 0.0 0.4 0:00.45 NetworkManager --pid-files/var/run/NetworkManager/Networl
N SN RN - - - S NN N - O R

Htop Command Example Screenshot

For Htop installation read : Install Htop (Linux Process Monitoring) in Linux

7. Iotop - Monitor Linux Disk 1/0

Iotop is also much similar to top command and Htop program, but it has
accounting function to monitor and display real time Disk I/0 and processes.


https://www.tecmint.com/20-netstat-commands-for-linux-network-management/
https://www.tecmint.com/install-htop-linux-process-monitoring-for-rhel-centos-fedora/

This tool is much useful for finding the exact process and high used disk
read/writes of the processes.

TID R DISK READ DISK o> COMMAND

0

For loptop installation and usage read : Install Iotop in Linux

8. Iostat - Input/Output Statistics

[oStat is simple tool that will collect and show system input and output storage
device statistics. This tool is often used to trace storage device performance
Issues including devices, local disks, remote disks such as NFS.

# iostat

Linux 2.6.18-238.9.1.el5 (tecmint.com) 09/13/2012

avg-cpu: suser %nice %system $iowait S$steal %idle
2.60 3.65 1.04 4.29 0.00 88.42

Device: tps Blk read/s Blk wrtn/s Blk read Blk wrtn


https://www.tecmint.com/install-iotop-monitor-linux-disk-io-in-rhel-centos-and-fedora/

cciss/c0dO . .52 855159769 401914750
cciss/c0d0pl . . .00 5459 3518
cciss/c0d0p2 . . .18 836631746 384153384
cciss/c0d0p3 . . .97 8737650 6215544

cciss/c0d0p4 . . .00 8 0
cciss/c0d0p5 . 5 .03 5936778 7882528
cciss/c0dOp6 . . .34 3847771 3659776

For more lostat usage and examples visit : 6 lostat Command Examples in Linux

9. IPTraf - Real Time IP LAN Monitoring

[PTraf is an open source console-based real time network (IP LAN) monitoring
utility for Linux. It collects a variety of information such as IP traffic monitor
that passes over the network, including TCP flag information, ICMP details,
TCP/UDP traffic breakdowns, TCP connection packet and byne counts. It also
gathers information of general and detaled interface statistics of TCP, UDP,
IP, ICMP, non-IP, IP checksum errors, interface activity etc.

& root@tecmint:~ @@@

IPTrat i

172.16.24.33:5353 to 224.0.0.251:5353 on =thi
172.16.16.22:138 o 172.16,31,.255:138 on echl
192.16.16.87:138 £o 172.16.531.255:138 on echl
172.16.24.33:5353 to 224.0.0.251:5353 on ethd
172.16.19.124:138 £o 172.16.31.255:133 on =thO

For more information and usage of [PTraf tool, please visit : IPTraf Network

Monitoring Tool



https://www.tecmint.com/linux-performance-monitoring-with-vmstat-and-iostat-commands/
https://www.tecmint.com/real-time-interactive-ip-lan-monitoring-with-iptraf-tool/
https://www.tecmint.com/real-time-interactive-ip-lan-monitoring-with-iptraf-tool/
https://www.tecmint.com/wp-content/uploads/2013/02/IPTraf2.png

10. Psacct or Acct - Monitor User Activity

psacct or acct tools are very useful for monitoring each users activity on the
system. Both daemons runs in the background and keeps a close watch on
the overall activity of each user on the system and also what resources are
being consumed by them.

These tools are very useful for system administrators to track each users
activity like what they are doing, what commands they issued, how much
resources are used by them, how long they are active on the system etc.

For installation and example usage of commands read the article on Monitor
User Activity with psacct or acct

11. Monit - Linux Process and Services Monitoring

Monit is a free open source and web based process supervision utility that
automatically monitors and managers system processes, programs, files,
directories, permissions, checksums and filesystems.

It monitors services like Apache, MySQL, Mail, FTP, ProFTP, Nginx, SSH and
so on. The system status can be viewed from the command line or using it
own web interface.


https://www.tecmint.com/how-to-monitor-user-activity-with-psacct-or-acct-tools/
https://www.tecmint.com/how-to-monitor-user-activity-with-psacct-or-acct-tools/

D tecmint.com Monit - Mozilla Firefox

File Edit View History Bookmarks Tools Help
| L. tecmint.com Monit | ¥

& [@ localhost 261 vE g & &
3 Most Visitedv M§Red Hat Ml Customer Portal M§Documentation MJRed Hat Network
Home> Running Mona on more than one server? Use M/Mond to manage all your Monit monit5.1.1 |7

instances

http://www.tecmint.com

Monit Service Manager

Monit is funning on tecmint.com with uptime, 5m and monioring:

System Status Load CPU Memory
fecmint.com {0.10] [0.07] [0.04] 5.0%us, 0.9%sy, 0.9%wa 34.6% [354012 kB]
Process Status Uptime CPU Memory
sshd runnis 1d 2h 42m 0.0% 0.0% [636 kB]
mysqld I 1d 2h 42m 0.4% 2.8% [29068 kB)
proftpd 23m 0.0% 0.1% [1748 kB] —

Monit Linux Process Monitoring

Read More : Linux Process Monitoring with Monit

12. NetHogs - Monitor Per Process Network Bandwidth

NetHogs is an open source nice small program (similar to Linux top command)
that keeps a tab on each process network activity on your system. It also
keeps a track of real time network traffic bandwidth used by each program or

application.


https://www.tecmint.com/how-to-install-and-setup-monit-linux-process-and-services-monitoring-program/
https://www.tecmint.com/wp-content/uploads/2013/02/Monit-Monitoring.jpg

Terminal T3 @ 349rm

tecmint@tecmint: ~

NetHogs version 0.8.0
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Read More : Monitor Linux Network Bandwidth Using NetHogs

13. iftop - Network Bandwidth Monitoring

iftop is another terminal-based free open source system monitoring utility that
displays a frequently updated list of network bandwidth utilization (source and
destination hosts) that passing through the network interface on your system.
iftop is considered for network usage, what ‘top‘ does for CPU usage. iftop is a
‘top‘ family tool that monitor a selected interface and displays a current
bandwidth usage between two hosts.


https://www.tecmint.com/nethogs-monitor-per-process-network-bandwidth-usage-in-real-time/
https://www.tecmint.com/wp-content/uploads/2013/02/NetHogs-bandwidth-Monitoring.jpg
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Read More : iftop — Monitor Network Bandwidth Utilization
14. Monitorix - System and Network Monitoring

Monitorix is a free lightweight utility that is designed to run and monitor
system and network resources as many as possible in Linux/Unix servers. It
has a built in HTTP web server that regularly collects system and network
information and display them in graphs. It Monitors system load average and
usage, memory allocation, disk driver health, system services, network

ports, mail statistics (Sendmail, Postfix, Dovecot, etc), MySQL statistics and
many more. It designed to monitor overall system performance and helps in
detecting failures, bottlenecks, abnormal activities etc.


https://www.tecmint.com/install-iftop-bandwidth-monitoring-tool-in-rhel-centos-fedora/
https://www.tecmint.com/wp-content/uploads/2013/04/iftop.png

Read More : Monitorix a System and Network Monitoring Tool for Linux

15. Arpwatch - Ethernet Activity Monitor

Arpwatch is a kind of program that is designed to monitor Address Resolution
(MAC and IP address changes) of Ethernet network traffic on a Linux network.
It continuously keeps watch on Ethernet traffic and produces a log

of IP and MAC address pair changes along with a timestamps on a network. It
also has a feature to send an email alerts to administrator, when a pairing
added or changes. It is very useful in detecting ARP spoofing on a network.
Read More : Arpwatch to Monitor Ethernet Activity

16. Suricata - Network Security Monitoring

Suricata is an high performance open source Network Security and Intrusion
Detection and Prevention Monitoring


https://www.tecmint.com/monitorix-a-lightweight-system-and-network-monitoring-tool-for-linux/
https://www.tecmint.com/monitor-ethernet-activity-in-linux/
https://www.tecmint.com/command-line-tools-to-monitor-linux-performance/monitorix-monitoring/

System for Linux, FreeBSD and Windows.It was designed and owned by a non-
profit foundation OISF (Open Information Security Foundation).
Read More : Suricata - A Network Intrusion Detection and Prevention System

17. VnStat PHP - Monitoring Network Bandwidth

VnStat PHP a web based frontend application for most popular networking tool
called “vnstat”. VnStat PHPmonitors a network traffic usage in nicely graphical
mode. It displays a total IN and OUT network traffic usage

in hourly, daily, monthly and full summary report.

Read More : VnStat PHP - Monitoring Network Bandwidth

18. Nagios - Network/Server Monitoring

Nagios is an leading open source powerful monitoring system that enables
network/system administrators to identify and resolve server related problems
before they affect major business processes. With the Nagios system,
administrators can able to monitor remote Linux, Windows, Switches, Routers
and Printers on a single window. It shows critical warnings and indicates if
something went wrong in your network/server which indirectly helps you to
begin remediation processes before they occur.

Read More : Install Nagios Monitoring System to Monitor Remote

Linux/Windows Hosts

19. Nmon: Monitor Linux Performance

Nmon (stands for Nigel’s performance Monitor) tool, which is used to monitor
all Linux resources such as CPU, Memory, Disk Usage, Network, Top
processes, NFS, Kernel and much more. This tool comes in two modes:
Online Mode and Capture Mode.

The Online Mode, is used for real-time monitoring and Capture Mode, is used
to store the output in CSV format for later processing.


https://www.tecmint.com/suricata-a-network-intrusion-detection-prevention-system/
https://www.tecmint.com/vnstat-php-frontend-for-monitoring-network-bandwidth/
https://www.tecmint.com/install-nagios-in-linux/
https://www.tecmint.com/install-nagios-in-linux/

ravisaive@tecmint: ~

File Edit View Search Terminal Help
Hostname=tecmint Refresh= 2secs —18:41.11

For help type H or
nmon -7 hint
nmon -h - full

To start the same way every time
set the NMON ksh variable

Use these keys to toggle statistics on/off:
= CPU L = CPU Long-term - = Faster screen updates

Filesystems + = Slower screen updates
Network V = Virtual Memory
Resource N = NFS v = Verbose hints

kernel t = Top-processes . = only busy disks/procs
more options C Quit

Memory ]
Disks n

Read More: Install Nmon (Performance Monitoring) Tool in Linux

20. Collectl: All-in-One Performance Monitoring
Tool

Collectl is a yet another powerful and feature rich command line based utility,

that can be used to gather information about Linux system resources such as
CPU usage, memory, network, inodes, processes, nfs, tcp, sockets and much
more.



https://www.tecmint.com/nmon-analyze-and-monitor-linux-system-performance/
https://www.tecmint.com/wp-content/uploads/2013/12/Nmon.jpeg

Collectl Monitoring
Read More: Install Collectl (All-in-One Performance Monitoring) Tool in Linux
We would like to know what kind of monitoring programs you use to monitor
performance of your Linux servers? If we've missed any important tool that you
would like us to include in this list, please inform us via comments and please
don'’t forget to share it.
Read Also: 13 Linux Performance Monitoring Tools — Part 2

13 Linux Performance Monitoring
Tools —Part 2

Ravi Saive
Download Your Free eBooks NOW - 10 Free Linux eBooks for Administrators | 4 Free Shell
Scripting eBooks

If you’re working as a Linux/Unix system administrator, sure you know that
you must have useful monitoring tools to monitor your computers & systems,


https://www.tecmint.com/linux-performance-monitoring-with-collectl-tool/
https://www.tecmint.com/linux-performance-monitoring-tools/
https://www.tecmint.com/author/admin/
https://www.tecmint.com/10-useful-free-linux-ebooks-for-newbies-and-administrators/
https://www.tecmint.com/free-linux-shell-scripting-books/
https://www.tecmint.com/free-linux-shell-scripting-books/
https://www.tecmint.com/wp-content/uploads/2013/12/Collectl.jpg
https://www.tecmint.com/wp-content/uploads/2013/12/Collectl.jpg

monitoring tools are very important in the job of a system administrator or a
server webmaster, it's the best way to keep an eye on what’s going on inside
your system.

Read Also: 20 Tools to Monitor Linux Performance — Part 1

Linux !!!

13 Linux Performance Monitoring

Today we're going to talk about another 13 Linux monitoring tool that you may
use to do the job.
21. Glances - Real Time System Monitoring

Glances is a monitoring tool built to present as much information as possible in
any terminal size, it automatically takes the terminal window size it runs on, in
other words, it's a responsive monitoring tool.


https://www.tecmint.com/command-line-tools-to-monitor-linux-performance/
https://www.tecmint.com/wp-content/uploads/2014/12/Linux-Peformance-Monitoring-Tools.jpg

ravisaive@ravisaive-OptiPlex-380: ~

Fle Edit View Search Terminal Help

e: 764M  Swap
1.96 1ina e: B895M total:
186 buffers:
912M cached

179 sleeping,

Y% MEM:  PID U
8645

91.50
87.76
198M

0

2014-02-18 13:54:27

Glances

Features

= Licensed under LGPL and written in Python.

= Cross-platform, it works on Windows, Mac, BSD and Linux.

= Available in most Linux official repositories.

= Altgives a lot of information about your system.

= Built using curses.

Read More: Install Glances on RHEL/CentOS/Fedora and Ubuntu/Debian

22. Sarg - Squid Bandwidth Monitoring

Sarg (Squid Analysis Report Generator) is a free & open-source tool which act
as a monitoring tool for your Squid proxy server, it creates reports about your
Squid proxy server users, IP addresses, the sites they visit beside some other
information.


https://www.tecmint.com/glances-an-advanced-real-time-system-monitoring-tool-for-linux/
https://www.tecmint.com/wp-content/uploads/2014/12/Glances.jpeg

SARG report for 2014 jan 21

Back B ;R httplocahostsquad-reports2014)an21-2014)an2 1 findex htrml || Duck Duck Go E’

)
@jz Squid Analysis Report Generator

Squid User Access Reports
Period: 2014 Jan 21

Sort: bytes, reverse

| Top users il
http://www.tecmint.com

Top sites

Sites & Users
Downloads
Denied accesses
Authentication Fallures

@ SARG report for 2

NUM USERID CONNECT BYTES 9%BYTES IN-CACHE-OUT | ELAPSED TIME MILLISEC 9% TIME
1/ th & pg 126.35K| 3.296 91.57%| 5.21%/ 94.79%) 725:57:08 2,613,428,253 99.55%
2/1th % 172.16.18.204 31.24K| 48.20M  1.34% 100.00%  0.00%)| 00:00:01 1,125 0.00%
3th® 172.16.21.231 2.01K| 34.10M  0.95%| 3.87% 96.13%) 00:09:35 575,937 0.02%
4 th® 172.16.21.153 1.81K| 30.61M  0.85% 3.20% 96.80%] 00:08:33 513,197 0.02%

_ sth®17231.235.102  2.33k| 28.89M  0.80% 5.85%| 94.15%|  00:21:18 1,278,828 0.05%

6 ®172.16.144.195  1.52K| 21.46M  0.60%  6.45% 93.55%) 00:10:07 607,122 0.02%

_ 7 172.16.23.66 | 998 15.12M  0.42%  5.84%| 94.16%| _00:04:27 267,226 0.01%
oM@ 172.16.23.207 | 667) 11.71M  0.33%]  3.21% 96.79%) 00:03:18 198,418 0.01%

_ 9th®172.16.20.162 | 1.62k| 10.94M  0.30%| 0.32% 99.68%|  00:13:24 804,194 0.03%

100l 172.16.64.116 | 557 8.48M  0.24%  3.48%| 96.52%) 00:03:22 202,662 0.01%

Sarg Monitors Squid Logs
Features of Sarg

= Licensed under GPL 2 and available in many languages.

= Works under Linux & FreeBSD.

= Generates report in HTML format.

= Very easy to install & use.

Read More: Install Sarg “Squid Bandwidth Monitoring” Tool in Linux

23. Apache Status Monitoring

Apache Module mod_status is an Apache server module that allows you to
monitor the workers status of the Apache server. It generates a report in an
easy to read HTML format. It shows you the status of all the workers, how
much CPU each one using, and what requests are currently handled and
number of working and not working workers.


https://www.tecmint.com/sarg-squid-analysis-report-generator-and-internet-bandwidth-monitoring-tool/
https://www.tecmint.com/wp-content/uploads/2014/12/Sarg.jpeg
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Apache Status - Mozilla Firefox
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Apache Server Status for 5.175.142.66

Server Version: Apache/2.2.15 (Unix) DAV/2 PHP/5.3.3
Server Bullt: Aug 13 2013 17:29:28

Current Time: Tuesday, 14-Jan-2014 04:27:02 EST

Restart Time: Tuesday, 14-Jan-2014 00:33:05 EST
Parent Server Generation: 0
Server uptime: 3 hours 53 minutes 56 seconds

Total accesses: 2642 - Total Traffic: 9.2 MB
CPU Usage: u.87 51,01 cu0 ¢s0 - .0134% CPU load

.188 requests/sec - 684 B/second - 3637
1 requests currently being processed, 4 idle workers

Scoreboard Key:

*_" Waiting for Connection, "s" Starting up, "v* Reading Request,
W' Sending Reply, "x" Keepalive (read), "o" DNS Lookup,

*¢" Closing connection, “L* Logging, “s" Gracefully finishing,

1 Idle cleanup of worker, ".* Open slot with no current process

Swv PID Acc
0-0- 0/0/428

1-0 5606 0/619/619 _
2-0 5607 0/581/581 _

30 0/0/337

4-0 5701 0/295/295 _
5-0 5708 0/190/191 _

M CPU SS Req Conn Child Slot Client VHost Request
. 03051410 0.0 000 1.34127.0.0.1 5.175.142.66 OPTIONS * HTTP/1.0
0452 0 00 210 210115113.134,14 5,175.142.66 GET /serverstatus?refresh=5 HTTP/1.1
04118 0 00 200 2.00115113.134.145.175.142.66 GET /server-status?refresh=5 HTTP/1.1
. 023 51420 00 000 1.09127.0.0.1 5.175.142.66 OPTIONS * HTTP/1.0
02113 0 00 113 1.13115.113.134.145.175.142.66 GET /server-status?refresh=5 HTTP/1.1
0148 0 00 076 0.76115113.134,14 5.175.142,66 GET /server-status?refresh=5 HTTP/1.1

N

Apache Status Monitoring

Read More: Apache Web Server Load and Page Statistics Monitoring

24. Monit - Linux Process and Services Monitoring

Monit is a nice program that monitors your Linux & Unix server, it can monitor
everything you have on your server, from the main server (Apache, Nginx..) to
files permissions, files hashes and web services. Plus a lot of things.


https://www.tecmint.com/monitor-apache-web-server-load-and-page-statistics/
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Monit Service Manager

Monit s running on Aiserver with uptime, 7m  and monitonng:

System Status Load cPU Memory
localhost [0.00) [0.00] [0.00] 0.1%us, 0.0%sy, 0.0%wa 22.8% (468016 k8)
[
Process Status Uptime cPU Memory
sron 2d 1h 20m 0.0% 0.0% [1010 k8)
ashl 20 1h 17m 0.0% 0.0% [1108 k8]
smbd 2d 1h 17m 0.0% 0.2% [4600 k8)
Fllesystem Status Space usage Inodes usage
reat 11.3% [2258.2 M8] 4.2% [98445 objects)
home 32.0% (295636.1 M8} 0.0% [234795 objects)
Host Status Protocol(s)
selleby.no [HTTP] at port 80 | [SMTP] at port 465 | [IMAP] at part 143
filserver.lan [DEFAULT] at port 2045

Monit: Linux Process Monitoring

Features of Monit

= Free & open-source, released under AGPL and written in C.

= |t can be started from the command line interface or via its special web
interface.

= Very effective in monitoring all the software on your system and services.

= A nice web interface with beautiful charts for CPU and RAM usage.

= Monit can automatically take actions in emergency situations.

= Alot more..

Read More: Install Monit Tool in RHEL/CentOS /Fedora and Ubuntu/Debian
25, Sysstat - All-in-One System Performance

Monitoring

Another monitoring tool for your Linux system. Sysstat is not a real command
in fact, it’s just the name of the project, Sysstat in fact is a package that


https://www.tecmint.com/how-to-install-and-setup-monit-linux-process-and-services-monitoring-program/
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includes many performance monitoring tools like iostat, sadf, pidstat beside
many other tools which shows you many statistics about your Linux OS.

tecmint@tecmint - § pidstat -p ALL
Linux 3.11.0-23-generic (tecmint.com) Thursday 04 September 2014 _1686

12:51:55 1IST uIb PI
12:51:55 1IST 0
12:351:3535 IST 0
12:51:55
12:51:55
2:51:5%
12:51:55
12:51:
2:51:
12:51:
12:51:
232313
12:51:
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122312
23312
12:51:
31z

tusr tsystem %guest *CPU CPU Command

0.01 0.11 .00 0.12 init

0.00 .00 .00 0.00 0 kthreadd
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Sysstat: Linux Statistics Monitoring

Features of Sysstat

= Available in many Linux distributions repositories by default.

= Ability to create statistics about RAM, CPU, SWAP usage. Beside the
ability to monitor Linux kernel activity, NFS server, Sockets, TTY and
filesystems.

= Ability to monitor input & output statistics for devices, tasks.. etc.

= Ability to output reports about network interfaces and devices, with support
for IPv6.

= Sysstat can show you the power statistics (usage, devices, the fans
speed.. etc) as well.

= Many other features..

Read More: Install Sysstat in Linux and 20 Useful Commands of Sysstat



https://www.tecmint.com/install-sysstat-in-linux/
https://www.tecmint.com/sysstat-commands-to-monitor-linux/
https://www.tecmint.com/wp-content/uploads/2014/12/Sysstat.png

26. Icinga - Next Generation Server Monitoring

Unlike the other tools, Icinga is a network monitoring program, it shows you
many options and information about your network connections, devices and
processes, it's a very good choice for those who are looking for a good tool to
monitor thelr network_g stuffs
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Icinga Monitoring Tool

Features of Icinga

= Icinga is also free and open-source.

= Very functional in monitoring everything you may have in networking.
= Support for MySQL and PostgreSQL is included.

= Real-time monitoring with A nice web interface.

= Very expendable with modules and extensions.

= Icinga supports applying services and actions to hosts.

= Alot more to discover..

Read More: Install Icinga in RHEL/CentOS 7/6

27. Observium - Network Management and Monitoring

Observium is also a network monitoring tool, it was designed to help you
manage your network of servers easily, there are 2 versions from it;


https://www.tecmint.com/install-icinga-in-centos-7/
https://www.tecmint.com/wp-content/uploads/2014/12/Icinga.jpeg
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Observium: Linux Network Monitoring

Features of Observium

= Written in PHP with MySQL database support.

= Has a nice web interface to output information and data.

= Ability to manage and monitor hundreds of hosts worldwide.

=  The community version from it is licensed under QPL license.

=  Works on Windows, Linux, FreeBSD and more.

Read More: Observium - Network Management and Monitoring Tool for
RHEL/CentOS

28. Web VMStat - System Statistics Monitoring

Web VMStat is a very simple web application programmer, that provides a real
time system information usage, from CPU to RAM, Swap and input/output
information in html format.


https://www.tecmint.com/install-observium-in-centos/
https://www.tecmint.com/install-observium-in-centos/
https://www.tecmint.com/wp-content/uploads/2014/12/Observium.jpeg

Processes INstall Web-Vmstat in Linux

b 0

Number of processes waiting for run time

S

Memory

swpd 12926404 free 426348 puff 219184 cache 37093796

Swap

Read More: Web VMStat: A Real Time System Statistics Tool for Linux

29. PHP Server Monitoring

Unlike the other tools on this list, PHP Server Monitoring is a web script written
in PHP that helps you to manage you websites and hosts easily, it supports
MySQL database and is released under GPL 3 or later.


https://www.tecmint.com/install-web-vmstat-in-linux/
https://www.tecmint.com/wp-content/uploads/2014/12/Web-VMStat.png
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PHP Server Monitor
Features

= A nice web interface.
= Ability to send notifications to you via Email & SMS.
= Ability to view the most important information about CPU and RAM.
= A very modern logging system to log connection errors and emails that are
sent.
= Support for cronjob services to help you monitor your servers and
websites automatically.
Read More: Install PHP Server Monitoring Tool in Arch Linux

30. Linux Dash - Linux Server Performance Monitoring

From its name, “Linux Dash” is a web dashboard that shows you the most
important information about your Linux systems such as RAM, CPU, file-
system, running processes, users, bandwidth usage in real time, it has a nice
GUI and it’s free & open-source.


https://www.tecmint.com/install-php-server-monitor-in-arch-linux/
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Linux Dash Tool

Read More: Install Linux Dash (Linux Performance Monitoring) Tool in Linux

31. Cacti - Network and System Monitoring

Cacti is nothing more than a free & open-source web interface for RRDtool, it
IS used often to monitor the bandwidth using SNMP (Simple Network
Management Protocol), it can be used also to monitor CPU usage.


https://www.tecmint.com/monitors-linux-server-performance-remotely-using-web-browser/
https://www.tecmint.com/wp-content/uploads/2014/12/linux-dash.jpeg
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Cacti Network Monitoring
Features of Cacti

= Free & open-source, released under GPL license.

= Written in PHP with PL/SQL.

= A cross-platform tool, it works on Windows and Linux.

= User management; you may create different users accounts for Cacti.
Read More: Install Cacti Network and System Monitoring Tool in Linux

32. Munin - Network Monitoring

Munin is also a web interface GUI for RRDtool, it was written in Perl and
licensed under GPL, Munin is a good tool to monitor systems, networks,
applications and services. It works on all Unix-like operating systems and has
a nice plugin system; there are 500 different plugin available to monitor
anything you want on your machine. A notifications system is available to
send messages to the administrator when there’s an error or when the error is
resolved.


https://www.tecmint.com/install-cacti-network-monitoring-on-rhel-centos-6-3-5-8-and-fedora-17-12/
https://www.tecmint.com/wp-content/uploads/2014/12/Cacti.png
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Munin Network Monitoring

Read More: Install Munin Network Monitoring Tool in Linux

33. Wireshark - Network Protocol Analyzer

Also, unlike all the other tools on our list, Wireshark is an analyzer desktop
program which is used to analyze network packets and to monitor network
connections. It's written in C with the GTK+ library and released under the

GPL license.


https://www.tecmint.com/install-munin-network-monitoring-in-rhel-cent-6-3-fedora-17/
https://www.tecmint.com/wp-content/uploads/2014/12/Munin.png
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Wireshark Network Analyzer

Features

R

Cross-platform: it works on Linux, BSD , Mac OS X and Windows.
Command line support: there’s a command line based version from
Wireshark to analyze data.
Ability to capture VolIP calls, USB traffic, network data easily to analyze it.
Available in most Linux distributions repositories.

ead More: Install Wireshark - Network Protocol Analyzer Tool in Linux
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